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. . . Network Portion

.03 ady, Network a9< s Device S b
Ho;t Portion

‘:,.'j.;.; Device 55518 ‘_,S Network aslas ay 1s

RIS

IP Address: 192.168.1.10
Subnet Mask: 255.255.255.0
tails

Network = 192.168.1.0
Host= 10

.3 Host g ($192.168.1.0 Network a;192.168.1.10 ¢5

Subnet Mask

osHost ady, asgS gl eaNetwork ady; asgS IP Address 5 3 i a5 yg9o Subnet Mask
’ Jlio

GS JSul s JS& ay/24 5 Subnet Mask: 255.255.255.0 [P Address: 192.168.1.10

.3 &yLd Network 524 bits (3yag! IP Address 5 3 syl Lues/24 asls

Network Address

S48 oyl glasf s Network o9, sNetwork Address

RILT

IP Address: 192.168.1.10
Subnet Mask: 255.255.255.0
Network Address:
192.168.1.0

@SS Jg5)9 @ a5 Host (55518 ogu Tlogac Address Is

Broadcast Address

-SlS oyl glyd 5 gsloglen s as Hosts glgs Network o9 sBroadcast Address
)

192.168.1.0/24

Network Broadcast Address:

192.168.1.255

o G198 awdlys o Hosts cuwlin Joz Network (saas 5 «(s91wlg Device Broadcast o, aS Win

Usable Host Addresses

:5S192.168.1.0/24 Network oy
Network Address = 192.168.1.0
Broadcast = 192.168.1.255
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Usable Addresses:o)Ld Hosts s g5
192.168.1.1
254 Usable Hosts :Jg3 Loy 192.168.1.254 45

Private 1P Address gIPublic

S 2S Jiéng 999ls galidos ay Ao al Jlaetuw! sIPv4 Addresses
Private IP Address

318 S Local Networks Ly (Jals aPrivate IP Address's
' Private IPv4 Ranges:ago

Range Private Network

10.0.0.0 — 10.255.255.255 10.0.0.0/8

172.16.0.0 — 172.31.255.255 172.16.0.0/12

192.168.0.0 — 192.168.255.255 192.168.0.0/16

.s> Private IP [s: 192.168.1.10 Jlio

Public IP Address

-$92)1S oyl Internet-routable Communication s < Public Internet ay > > IP Address aaaPublic IP Address
o Jog az Internet () (saas 5 gl (5)S awdlys Public IP add ISP &l i JoS Router gy Win

Dynamic IP Address ¢! Static
Static IP

S Configuration as Device Jgs culs ay e IP asaStatic IP
: Server 1192.168.1.10855
Sy a5 (2IP (olwg (wlaas Administrator aS
(SalS o s Devices 338 ay LagacStatic IP
' Servers @
Routers @
Network Printers @
IP Cameras  ®

Network Infrastructure Devices @

Dynamic IP

S8 JoSy9 a5 Device Jgs wlogsl ay (58 aJIDHCP (Dynamic Host Configuration Protocol) sDynamic 1P
-$95y9 Network Parameters ;g5 gf IP Address asgDHCP Server (i Juog a3 PC Network 3 alS: Jlio

12. Default Gateway

9IS oyl gy d Traffic 5 ;g1 aiS Local Network 5 » = Host ey Routerlagac . DeviceassDefault Gateway
gl 5y) al Default Gateway sTraffic .5y wlaglen as Address a9< ya adl Network J3 s (g)lg¢ PC aS

Jlis (Jac gy 9o IP Address »

iyl Configuration wls PC gy &S (g0
I.P Address: 192.168.1.10

Subnet Mask: 255.255.255.0

Default Gateway: 192.168.1.1
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DNS Server: 8.8.8.8
IP Address Configurations S Cisco Router ay
$
:99S)9 IP Address Is a GigabitEtherneto/0 Router Interface:tsyS (a0
192.168.1.1/24
Configuration:

Router(config)# interface gigabitEthernet 0/0
Router(config-if)# ip address 192.168.1.1 255.255.255.0
Router(config-if)}# no shutdown

o)Ll glgaglen clls Interface s
Router# show ip interface brief
Interface 1P-Address Status
GigabitEthernet0/0 192.168.1.1 up

MAC Address

Data a; Address Is .cs> Address 55518 g2 o)LINetwork Interface s Device og; 3 (S sMAC Address (Media Access Control Address)
. S pS J9ylS Slink Layer (Layer 2)

as Port J; ad3 Port o9, al Frames Guuly 53 MAC Address aSwitch (> aS3 .53 page y23 S switching ay oSt Ei:hemet SMAC Address
«$9)1S o)L il 9l glastay 3 Device s opw Sw.itch Port s MAC Add.ress @8 S Port Security ay lsS Cisco s .y

ayr MAC Address »

.16 Bytes ey «s948-bit LogacMAC Address

00:11:22:33:44:55  Jlio

‘:,S Switch ay MAC Address

GSMAC Address Table a; gl (5)S o3j Device Source MAC Address aas > i lgSSwitch (i Juag opw Port al Switch s Device g1 3 alS

P

o

MAC Address Port
0011.2233.4455 Fa0/1
0022.3344.5566 Fa0/2

.3 S Port 298 ay MAC Address 098 (53 ($897 cauly 37 J9ad (208 3 Switch Ly

IP Addressg!MAC Address
MAC Address IP Address
SplS Slayer 2 S)lS Slayer 3

asaifey Network Interface s asasiay alais Network/Host s
9IS o)Ll Switching s sSwitch (59,IS o)L Routing s Router

1 0011.2233.4455] 50 1 192.168.1.10JLis

‘;,S Port Security ayMAC Address

..sSlsoSecure MAC Address o)L Port ogo s MAC Address (A & Cisco Switch
9 ) b QARND (W
:Switch(config-if)# switchport port-security mac-address 0011.2233.4455 INTY

Port Security Violation ._&l) (5)¥ al Port s MAC Address J; aS . 3% jlas o)Ld Port aga s MAC Address sgiv JSLy Switch (S clls @ ay
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Sticky MAC Address

($)S wud 2 S Running Configuration ay gl o3j Jgo wlegal ay MAC Address (& loSSwitch

Switch(config-if)# switchport port-security mac-address sticky

39S adlal oy S Configuration a, Port Security s gl (59S o3j Device Source MAC Address sSticky Learning Ao al LIS 5

Port Address

L; Application (55318 5 asss Device ogy 5 aluwg ay UDP LTCP s 3 (58 Jzg asPort Number ass (S Networking ajPort Address

-S4y oyl glasje sNetwork Service

19> Connection a1 a5 Port 09S > % o9y Client 935 «(59< oslaiuw! adiWell-Known Port Number sApplications . Ao al sliS CCNA »

o

Port Number

53] (Sppai (5)92 65,535 35 aAR0 al gl (55 cuyjyl16-bit sPort Number

Protocol: TCP Port Number: 80 1P Address: 192.168.1.10 :JLlio

.59)SPort 80 s o)Lf HTTP Service s g1 (5)/192.168.1.10 IP Address sDevice asls

Port Numbers jggéo

Port Number Protocol Application

20 TCP FTP Data
21 TCP FTP Control
22 TCP SSH
23 TCP Telnet
25 TCP SMTP
53 TCP/UDP DNS
67 UDP DHCP Server
68 UDP DHCP Client
69 upp TFTP
80 TCP HTTP
110 TCP POP3
161 ubp SNMP
443 TCP  SSL/HTTPS
514 upp Syslog

53 59 S5 e S J9ad ay i CCNA » Well-Known Port Numbers s
Destination PortglSource Port

-89 35390 o)lgsDestination Port glSource Port SPacket/Segment «(s9)93 bolus)l sy Server al Client 3 al$

:Jlio

Client Web Server

192.168.1.10 192.168.1.20

Source Port: 49172 Destination Port: 80

Port 890 Client sSource Port = 49172 —> :aals

Web Server HTTP ServicesDestination Port = 80 —

wiqade99@gmail.com
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155 ngo s,lgPort Address
«Sanyg calogles a5 Application ag< (S Device ay (3 tlig & asIP Address (sjlgs
o
192.168.1.10:80
192.168.1.10:22
192.168.1.10:53

5359 wginjluwl Service/Connection calsds 5 L& g Port ja g3 tss calsda Port Number g3 (g3 ¢L& 941P Address

Introduction to OS1, TCP/IP, and Cisco Three-Layer Hierarchical Model
OS1 Model .1

“S3lS oLl palins 9l Ay ks 5 9ig)lS s Network Communication s (> ssReference Model 5,051 (Open Systems Interconnection) Model
598 Jales opw Layers gy95 al S jag: ay Network Communicat.ion 5 gl 5l adilag 5515 Layer jo . ingg7 Layers ay a$ui0S1 Model
‘ Layersogg! OS1 Model »

Layer 95 oals (yuwlul

7 Application aiginad a3 Applications gINetwork Services

6 Presentation EncryptionglTranslation .Data Format

5 Session Joaid gl Jslw «Jgy9aSession

4  Transport Flow ControlglReliability End-to-End Delivery

3 Network RoutingglLogical Addressing
2 Data Link MAC AddressingglFrames
1 Physical Physical SignalsglCables .Bits

Transport a; TCP/IP Stack s UDP oI TCP gl «(ssTransport Layer = Layer 4 Sy ay JLis 3 .55 2o 32 J9yIS Layer Number 5 S CCNA a,
BTN ).IS SSlayer

TCP/1P Model .2
ady o glg< IS 5 TCP/IP Protocol Suite s 3 53 Networking Model aaaTCP/IP (Transmission Control Protocol/Intemet Protocol) Model
R

83 080 13 S IS Jac ay Modern Networks of Internet s of syl Layers y alsy; ay OSI Model sTCP/IP Model
TCP/1P Model Layers

TCP/IP Layer bolgl (say5 opw OSI >

Application OSl Layers 5, 6, 7

Transport OSl layer &4

Internet OSl layer 3

Network Access OSl layers 1, 2
Transport Layer

89S epuyt (5235 (;aga oyly] End-to-End Communication sTransport Layer STCP/IP Model
. Protocols:.)gg.&n Layer s »
TCP o
ubp e
5 oalw Ligws UDP (3 S b Gwls ay (398 (sailyg cilasd 1.2 ayOrdered Data Transfer g/Flow Control .Reliability .Error Recovery sTCP
o ’ 1595 (s3iljg @5 load Jg3 1 o
S Jaijay a8o5 aglayer & > Transport Layer S Models g)lgs TCP/IP ol OSI »
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Cisco Three-Layer Hierarchical Model .3

.3 Hierarchical Design g, o)L ¢uljzs > Enterprise/Campus Network sCisco Three-Layer Hierarchical Model
iGling Layers Jual 5)s ay Network s

Access Layer .1

Distribution Layer .2

Core Layer .3
Access layer 3.1
- Joisr a8 opuygEnd Devices 3 s Layer asnAccess layer
. 2|
PC o
laptop e
IP Phone ®
Server ®
58 Juaio on as Distribution Layer gl (sgplp Network Connection Point > o5LJ End-User Devices sAccess Switches
Distribution Layer 3.2

.s>Aggregation Point o)L Access Switches sDistribution Layer
1a59)1S ago Layer @3

Joliss opwAccess Switches @

Traffic Aggregation @

Jolp Connectivity Aoy 93y galido Network s @

JgS Forward Aoy Switches sFrames [
s9kis a5 End-User Devices Jgs audiius ay LogacDistribution Layer

Core layer 3.3

.> layer (4jSyo Campus Network 9! sCore Layer
'y Connectivity ciepw 39! o)Lt Network Traffic jladn ol 3 g1 (58 Juag opw Ju 9z alDistribution Switches XS Is eais Jual Core Layer »

@

3395 pgo Layers gjlg ()3 5

layer saia
Access $olusEnd Devices
Distribution 9yl Aggregation gf sglis opwAccess Layers

Core (5912 Connectivity cueyw )91 g (s9lins spwDistribution Layers

Router and Switch Hardware, Ports, and Boot-Up Process

Router Hardware .1
.$9S Packets Forward &usys Networks galide s uuiy p IP Address s gl (598 IS axS aglayer 3 s (> s Network Device g;Router
al (g5 eyl Har;:lware Components ago Router s

CPU (Central Processing Unit) o

RAM °

ROM o
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NVRAM o

Flash Memory o

Network Interfaces/Ports
Console Port o

&S Models 915 a,USB Ports @
Switch Hardwar .2

.$9S Ethernet Frames Forward cuwsy 33 MAC Address s gf (s9< IS axS ajlayer2 s LngwitCh
:al (83 <yl Hardware Components ago Switch »
CPU o
RAM [
Flash Memory o
Interfaces/Ports  ®
ASIC o
TCAM o
)8 o TCAM al o)L Lookup Sap > MAC Address Table . ASIC (5.8 Jg,ISASIC o)LJ Frame Forwarding s Data Plane s S Cisco Switch ay
1595 opwys alg)IS aig,l Control/Management Plane s 9l 10S 3 s an RAM gl Cl.’l,l L. Switch (598

Router and Switch Ports .3

5939 byl opw Device Js al (5)2 Network Device 3 ss Connection Point alais L ($5j0 asaPort/Interface
Interfacesgl Ports nga

Port / Interface Jlassiwl
Ethernet JLas! Ethernet Network s
Gigabit Ethernet Jlas! Ethernet cicpw jol 5
Serial WAN Connection S 939 Routergid ay

Console oyLJ CLI Management » Device »

USB  o)Ld 4i9)1S Management/Storage 9,8 9! USB Flash »

Console Port

9% aalans (59 a5 ¥ Network Connection > alS Jgs ¢5)5518 a «sy)1S o)Ld Management axdsus s Switch Ly Router sConsole Port
8959 Output 95.;..[95 ay Commands gaa 5 Device gl ¢sglals Administrator Commands ()Y al Cisco CLI 5

Router Boot-Up Process .4

(S opys glnye 95918 ay Jga (so9ac ay Boot-Up Process s «&Reload Ly Cisco Router Power On (> al$
Step I POST

.59S aiyles Router Hardware sPOST (Power-On Self-Test)

a5 aS 598 IS a%s5 anw ay Hardware Components > (sy58Router

Sfep 2: Bootstrap

695 ol ags gl (598 Copy a5 Bootstrap Program RAM a23ROM  alRouter
Step 3: 10S Loading

.o Load »,1,10S Image o9 (> SlyBootstrap Program

s S Load as RAM a‘aSFiash Memory al lagaclOS

% )3 asSROMMON & sdgSRouter (i Jaiga asg 10S cuwlio as

Step 4: Startup Configuration

.98 Load a8y ayrunning-config s asRAM ass gl 59S lay Jolostartup-config sRouter . & 10S Running 3 alS
NVRAM
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195 pgo gladls o
Memory Jlooiwl ago
ROM Bootstrapg!POST
RAM oilogles Jled glRunning Configuration .10S
Flash J9S 0yx3310S Image
NVRAM JoS opdaStartup Configuration
59 GSRAM  agrunning-config 3 S JId wls ay (598 Jolw SSNVRAM  asstartup-config (,SCisco Router
lo3y3 ags Boot-Up
POST — Bootstrap — 10S —> Startup-config — Running-config
Switch Modes — Basic Configuration
. Commands gl Prompt 55518 J.5 Mode ja .58 Jg)lSModes Sl o5l Switch Configuration s <Cisco 10S
User EXEC Mode .1
Prompt:
Switch>

.S JgylS Commands iyag! Switch s S Mode s ay
:as Privileged EXEC Mode a33 User EXEC Mode al

Switch> enable

Privileged EXEC Mode .2

Prompt:
Switch#

S8 J9)l§ Commands o)L d Management gl ;i< s Switch » (S Mode 53 ay
Commandspags
Switch# show running-config
Switch# show startup-config
Switch# show version
Switch# show ip interface brief
Switch# show vlan brief
Switch# show mac address-table
Switch# show cdp neighbors
Switch# copy running-config startup-config
Switch# write memory
Switch# show clock

oyl &5 5 asGlobal Configuration Mode a3 Privileged EXEC Mode al

Switch# configure terminal

Global Configuration Mode .3

Prompt:

Switch(config)#

S opuys Configuration (,agac Switch 5 (S Mode (s> ay
asgllin .

Switch(config)# hostname SW1

Switch(config)# enable secret Ciscol23

Switch(config)# banner motd #

Switch(config)# ip default-gateway 192.168.1.1

Switch(config)# clock timezone AFT 4 30

wigade99@gmail.com slbg pusyllase yiuail 1 Si9eS sy



ketabton.com - The Digital Library
15| Page
CCNA BOOK

Console Configuration Mode .4
Prompt:
Switch(config-line)#
-$2)1S &yLd Configuration s Console Line »
Switch(config)# line console 0
Switch(config-line)# password Ciscol23
Switch(config-line)# login
Switch(config-line)# exit

Interface Configuration Mode .5
Prompt:
Switch(config-if#
SIS o)Ll Configuration s Port Ly Interface (55518 o9y 5 Switch »
Jlio
Switch(config)# interface fastethernet0/1

Switch(config-if)# shutdown
Switch(config-if)# no shutdown

3. sl Il US Mode 58515 ay (sjlgz Command jo a$3 (53 aga y3 JoS ply a3 Prompt‘z;s Configuration ay Cisco 10S s :aigsly aags
(%3 pgo A aigylgn Jac CLI 5 o)L Verification gl Configuration s . Ao al galge CCNA (59 JiS)9

Network Troubleshooting Commands

> Connectivity > .glsS s IP Configuration 5 .glgogles 3 gjigiw 3 Network s 3 (53 Commands ass Network Troubleshooting Commands
.;.H,& oyl gli 5 gslagles Routing s gl w3 DNS s icuassjl
-5 aga Commands (sa3)l o)L Network Troubleshooting » . As al LS CCNA (59 )9
Ipconfig .1
Mode: Windows CMD
C:\> ipconfig
Qo
108! (59S &y Slaglan IPVA ago yigusaS 5
IP Address  ®
Subnet Mask o

Default Gateway  ®

Jlo

Ethernet adapter:

IPv4 Address . ....:192.168.1.10
Subnet Mask .. ... :1255.255.255.0
Default Gateway . . .: 192.168.1.1

a5 a$ 5yl IP Configuration auaun Computer 3 gé sgaglan 5y al Command (ss »

ipconfig /all .2
C:\> ipconfig /all
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2y
395 )84 wlogles Network Jwuads py alsy agipeonfig s
16 3S Jad @loglan 15 Ygaso Sy
IP Address  ® .
Subnet Mask
Default Gateway ®
DNS Server ®
&loglesDHCP @
MAC Address  ®
.83 )938 o)Ll w)ys 5 IPv4 Configuration iy s Host s Command s
ping .3
Mode: Windows CMD / Cisco 10S
C:\> ping 192.168.1.1
;S Cisco Device ay
Swiicch# ping 192.168.1.1
Qs
«290jlConnectivity Sisys Network Devices gg3 aping
1929 Ay wls z‘g.nsa.c (55559 <lgd Device anda aS
Reply from 192.168.1.1:
bytes=32 time<|ms TTL=64

ay Network Connectivity gf ACLs straceroute glping (Ao al GliS 3 .53 ad3 Commands gipagl gags al Network Troubleshooting sping
S8 JoylS en STroubleshooting

tracert .4
Mode: Windows CMD
C:\> tracert 8.8.8.8
o
S35 ad3Routers/Hops 909 al 5y92 93wy 35 2alo Jub 3 Packet 3 abtracert
03 S adys angS ay Network s ojigiuw (3 9)S angles g)lee gl i plSLiping > 3 j958 wdg aea Command Is

traceroute .5

Mode: Cisco 10S
Switch# traceroute 8.8.8.8

an S Router ay
Router# traceroute 8.8.8.8

Qo

.$909l20 yuwo Packet s ;8 agtracert s Windows straceroute (S Cisco Devices ay

.83 89 by a893 ay gluwg Testing Jlac 5 o)Ld Network Troubleshooting straceroute glping (S galga ay liS »
nslookup .6

Mode: Windows CMD

C:\> nslookup google.com

Qs

SIS oyl uwyys SDNS anslookup

528 Resolve as IP Address o9S Domain Name (> (s9o9leo Is
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Jlos
Name: google.com

Address: 142.250.190.14

.9)S angles ojigiw DNS Resolution s 3 (598 awponslookup «g o3 as (5 al Domain Name s Website a$

arp-a .7
Mode: Windows CMD
C\>arp -a

s w

Zeg)nu

595 &)ISwARP Table s Command 1s

S Jad aSy)l MAC Address aigyl o1 IP Address s (S ARP Table oy

Jlos

Internet Address Physical Address
192.168.1.1 00-11-22-33-44-55

Command ay ©liS 5 .65 S 035 MAC Address pgS o)L] Devices s Local Network s Host (> 9 (s¥igagles (5)d al Command (s> s
.83 Jolivarp -2 an SReference

netstat .8
Mode: Windows CMD

C:\> netstat

:e,_-)&:'-

-$42)18 oyl 9liS 5 Listening Ports gf Network Connections (,Iled Computer snetstat

netstat -a
C:\> netstat -a

o

Zeg)uu

598 6)l&y Listening Ports glActive Connections

netstat -r

C:\> netstat -r

Qo

595 oyl Computer Routing Table 5

netstat -n

C:\> netstat -n

:e,_-)ﬁa

«5)S Resolve (v a5 Domain Names > (s3> al ayy «(59S o)lSusy aiy (s3ac ay Port Number gl 1P Address sNetwork Connections

89 Jagu oyLd glsS 5 IPv4 Routing Table s Host s asnetstat-m (S galgo ay LS »

Joaa ! Network Troubleshooting Commands »

Command Platform
ipconfig Windows
ipconfig /all Windows

ping Windows / Cisco

tracert Windows
traceroute Cisco
nslookup Windows
arp -a Windows
netstat Windows

wiqade99@gmail.com

Jlastwl ol

Ji$ Gateway glMask 1P
Network Configuration yuiu
Jzg0jlConnectivity
Jgogles yuun Packet s

Jgogles yuus Packet s
J=292)!DNS Resolution

J3SARP Table

JssNetwork Connections
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Command Platform Jlasiwl ol
netstat -a Windows Listening PortsglActive
netstat -r Windows Routing Table
netstat -n Windows Numeric Network Connections

1S J9ylS oyl glgaglen s Jgs jlgalsys ay (sjigiw Network s Commands Is

Switch Telnet and SSH Configuration

. Telnet (s> aiglgSgsgy:Management Plane s o)lgs (Ao al QiS5 .(549)1S o)LIRemote Management sSSH glTelnet < Cisco Switch ay
5325 JgyIS o)L d Remote Management (saigh sSSH 3 syl aly 59 joypat ay Password gl wslagles

1. Telnet Configuration

% JiSy9 ojla! Telnet s as VIY Lines gf (sdg Management 1P 5,1y Switch o)L Telnet s
Configuration yuiuy Telnet s

Switch> enable

Switch# configure terminal

Switch(config)# interface vlan |

Switch(config-if)# ip address 192.168.1.2 255.255.255.0
Switch(config-if)# no shutdown

Switch(config-if)# exit

Switch(config)# ip default-gateway 192.168.1.1

Switch(config)# line vty 0 &4
Switch(config-line)# password Ciscol23
Switch(config-line)# login
Switch(config-line)# transport input telnet

Switch(config-line)# exit
Switch(config)# end

Switch# copy running-config startup-config

22yis Commands gago »

Management 1P:

Switch(config)# interface vlan |

Switch(config-if)# ip address 192.168.1.2 255.255.255.0
Switch(config-if)# no shutdown

$95)9 Management IP asSwitch
Default Gateway:

Switch(config)# ip default-gateway 192.168.1.1
8928 JglSDefault Gateway «54:S opwys ad3 Suis by al Remote Management (> al$
. . VTY.Lines:
Switch(config)# line vty 0 4

.Sla VTY Lines o)LJ Remote Login »
Password:

Switch(config-line)# password Ciscol23

.Sl Telnet Login Password »

Login:
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Switch(config-line)# login

.$9lled o)Lyl Login s VTY Password »

Transport Input:

Switch(config-line)# transport input telnet

5959 ojlal asTelnet Remote Connection siloz
Telnet Connectionaas PC

‘89 Switch IP Address 192.168.1.2 5 aS

C:\> telnet 192.168.1.2

‘b

Password: Ciscol23

Switch>

2. SSH Configuration

Jo3 Telnet a3 (s> wlasil oj9e aliyy ay Telnet sSSH (Ao al GliS 5 .59yl Remote Management (saigh oyLyl Switch sSSH (Secure Shell)
' <) G 598 jayput @y loglas
SSH Configurations
1. Enable Secret
Switch> enable

Switch# configure terminal
Switch(config)# enable secret Ciscol23
.‘_;SL;. Password o)L Privileged EXEC Mode »
2. Hostname
Switch(config)# hostname SW1
.gSL}SWI o935 Switch »
3. Domain Name
SW(config)# ip domain-name company.local
-sgaalais Domain Name o)L glg;9> RSA Encryption Key s SSH »
4. Management 1P Address
SW 1 (config)# interface vlan |
SW 1 (config-if)# ip address 192.168.1.2 255.255.255.0
SW1(config-if)# no shutdown
SW(config-if)# exit
.$95)9 Management IP Address asSwitch
5. Default Gateway
SW 1 (config)# ip default-gateway 192.168.1.1
-s9aalnis Default Gateway o)Ly SSH Management » ad3 (S Ly o
6. Generate RSA Key
SW(config)# crypto key generate rsa
15)Sy iy 3 als
How many bits in the modulus [512]:
EESC)
2048
599> RSA Key oyl SSH 5 Is
7. SSH Version 2
SW(config)# ip ssh version 2
.$9!leaSSH Version 2
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8. Local User Account
SW 1 (config)# username admin secret Ciscol23
-$9)9> Password gl Local Username o,LJ SSH Login »
9. Allow SSH on VTY Lines
SW 1 (config)i# line vty 0 &
SW 1 (config-line)# transport input ssh
-$95)9 6jlal as SSH Connection Siloz
i£s)lge Jolles Telnet gISSH o)lgs aS
SW 1 (config-line)# transport input ssh telnet
10. Local Login
SW 1 (config-line)# login local
.89)S9 Password gl Local Username o)Ll Login s o2 =l asSwitch
11. Save Configuration
SW 1 (config-line)# exit
SW1(config)# end
SW 14 copy running-config startup-config
H

SW1# write memory

Configuration yu8y SSH »

Switch> enable

Switch# configure terminal

Switch(config)# hostname SW1
SW 1 (config)# enable secret Ciscol23

SW(config)# ip domain-name company.local

SW 1 (config)# interface vlan |

SW(config-if)# ip address 192.168.1.2 255.255.255.0
SW(config-if)# no shutdown

SW 1 (config-if)# exit

SW(config)# ip default-gateway 192.168.1.1

SW(config)# crypto key generate rsa
How many bits in the modulus [512]: 2048

SW(config)# ip ssh version 2

SW(config)# username admin secret Ciscol23

SW 1 (config)# line vty 0 4

SW 1 (config-line)# transport input ssh
SW 1 (config-line)# login local

SW 1 (config-line)# exit

SW 1 (config)# end
SW 1# copy running-config startup-config

239 pgo SSH glTelnet
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a8 Telnet SSH

TCP Port 23 22

Remote Management 9o 9o
Ts9S joy laglas @ PN
59344 (saigaPassword a 98

o)L Production Network s oilassl (5)95aS oslassl ojgé

53 0)92SSH o)l 98l Jac 3 alal (saan al gyl unencrypted ologlas JoaTelnet

Switch Port Security

angS 52 89S JgyisS cuwiy jyMAC Address s (S Access Port ay Switch s (> sslayer 2 Security Feature g, Cisco Switch sPort Security
@S9k JSLs aSwitch «(ily as Port il by (59 JSL 5 MAC Address Ll ogy aS .csylg wpwd! a3 Network ad3 Port al aluwg
598 Jac GslknasViolation Mode

‘:,;S Port Security »

‘$92)1S o)l 9390 (523 sPort Security
Souido gigyiual jlaopt s @
auibw Port 5 (s2il)g 31 gigayy 18 ay MAC Address Flooding s @
Joslsj Network Security s~ @
J9yxS 939 MAC Addressgjlan s S Access Portay @

loyh glgllad Port Security s

- pulais a895 ay Access Mode s Port syls (spo9d 95 ts ualinis SAccess Port ayPort Security

Port Security Configurations

LS oy
Port: FastEtherneto/I @
Computergy sjloz  ®
Sticky MAC e
Violation Mode: Shutdown @
Jadals as. Interface .|

Switch> enable
Switch# configure terminal

Switch(config)# interface fastethernet0/1

Jo,l as. Port Access Mode .2
Switch(config-if)# switchport mode access

Jolles. Port Security .3
Switch(config-if)# switchport port-security

JSL jual Maximum gsgMAC Address .4
Switch(config-if)# switchport port-security maximum |

$95)9 ojlsl MAC Address ogy (sjlgs a3 Port Is

Jolles. Sticky MAC .5
Switch(config-if)# switchport port-security mac-address sticky

3 .s93s SSrunning-config a » a5 ay Secure MAC Address s Port Security s gl (59 655 MAC Address luvg > ad3 Port sSwitch

% J9,8gcopy running-config startup-config asly oyl 9lgS (53395 sConfiguration
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JSLs. Violation Mode .6

Switch(config-if)# switchport port-security violation shutdown
JoS sa393. Configuration .7

Switch(config-if)# end
Switch# copy running-config startup-config

Configuration .4y Port Security »

Switch> enable

Switch# configure terminal

Switch(config)# interface fastethernet0/

Switch(config-if)# switchport mode access

Switch(config-if)# switchport port-security

Switch(config-if)# switchport port-security maximum |
Switch(config-if)# switchport port-security mac-address sticky
Switch(config-if)# switchport port-security violation shutdown

Switch(config-if)# end
Switch# copy running-config startup-config

Port Security Violation Modes
‘asd Violation Modes aga (5)s «5)Sg culldn opw (sually al Port Security s MAC Address Lui Il ) als

Protect .1

Switch(config-ifj# switchport port-security violation protect
593 MAC Address LIl @
S Sy JledPort L
599> awlog .

Restrict .2

Switch(config-if)# switchport port-security violation restrict
893 MAC Address LuisIl @

$pS b JledPort e
s9slyjCounter @
«$9;9>Log o

Shutdown .3

Switch(config-if)# switchport port-security violation shutdown
.> Port Security Default Violation Mode s s

& asdioly Violation as
&> a3 allserr-disabled sPort @
Span S Port agTraffic o

595 @ IS )90 9lolled Ly ysPort e

alsyy oaul Violation Modes »

Mode aily opw MAC LI » Port Log/ Counter
Protect SOYMAC (58 3Ly Jlad @
Restrict S9YMAC (5458 5Ly Jlad o
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Mode aly opw MAC LI 5 Port log/ Counter

Shutdown $9asPort err-disabled (sgs.5Violation

Port Security Verification Commandsas

wlogles Port Security glgs 1.
Switch# show port-security

b Ceing (sagac Port Security s Switch s

@logles Port oddie ogy 32.
Switch# show port-security interface fastethernet0/1

v elogles (Junds Status uwgl gf Port Security Configuration s Port jaidio o

3. Secure MAC Addresses
Switch# show port-security address

595 o)l Secure MAC Addresses Jgu

4. Running Configuration
Switch# show running-config

= S Running Configuration ay «laytass Port Security s

Port Statusas5.
Switch# show interfaces status

P sl Jad cdlserr-disabled s (89 59 iy alol al Port Security Violation s Port a$

Jolled Ly Shutdown Port 5

(59 Woerr-disabled alol al Port Security Violation s Port aS
Switch# configure terminal

Switch(config)# interface fastethernet0/1
Switch(config-if)# shutdown
Switch(config-if)# no shutdown

S8 J9ylS o)L glglled Ly s Interface sno shutdown Ly gf Shutdown
JoSLsSticky MAC
Switch(config-if)# no switchport port-security mac-address sticky

ioyL oloS Ly Interface Secure Sticky MAC s Ly
Switch# clear port-security sticky interface fastethernet0/1

DHCP, DHCP Snooping and DHCP Relay Agent
. DHCP

asl (5y%y9 wloglen o)l Network s Jgs cilagsl ay as Network Devices (3 (5418 o)Lif s> SDHCP (Dynamic Host Configuration Protocol)
' «ciloglas xig)! y95 olIP Address

DHCP Snooping ay wlagles aig)l Client a gl (& dgldas cilagles gigaleyy DHCP sSwitch . Jal Address (5,2 al DHCP » Client 3 al$
(59 L.,SBinding.TabIe

2. DHCP Snooping

‘il Network (sailyg yy Jlastwl jlasae s DHCP s ol ()18 asgaleyy DHCP 5 (> saSecurity Feature o Cisco Switch sDHCP Snooping
g ala glgSyg Gateway Ly 1P Address awls o)L Client s 5)) :\JFak;e DHCP Server s > 3 Is 03n ago 92 DHCP Snooping s

X Untrusted PortsglTrusted

‘9 93y 993 ayDHCP Snooping Ports
Trusted Port
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%9 )9 y2 DHCP Relay Agent L, DHCP Server Jual s 53 Port aga
Switch(config)# interface fa0/1 :
Switch(config-if)# ip dhcp snooping trust
Untrusted Port
.azis Loyl as Command (58518 o)L Untrusted s g5 tsgUntrusted Jgs Default oy Ports jg5
S8 b ‘T,S cdls Default Untrusted s PC Ports 5 gl «sa Port Trusted Juog opw DHCP Relay Agent s ‘?,S Jlio ay obS 5

3. DHCP Snooping Configuration

JolleaStep I: DHCP Snooping
Switch> enable
Switch# configure terminal
Switch(config)# ip dhcp snooping
«$9lled DHCP Snooping < Switch ay 1s
Jolled DHCP Snooping (S \)LAN a;Step 2:
Switch(config)# ip :ihcp snooping vlan 10
«s9lled S VLAN 10 ay DHCP Snooping I
%3 Uyl oyl 9adled s DHCP Snooping s Global éommands oylga fs (Ao al GliS s
JSLStep 3:.Trusted Port
Switch(config)# interface fa0/1
Switch(config-if)# ip dhcp snooping trust
.95 Port Trusted Is
Step 4: Rate Limit
Switch(config)# interface fa0/2
Switch(config-if)# ip dhcp snooping limit rate 10
J9S o)l sk 5 (s33lyg y2 DHCP Message Flooding s DHCP Snooping Rate Limiting s .sg39a30 yuads gigaleyy DHCP 5 (S aiils ogy ay I
JoS sa393Step 5: Configuration
Switch(config-if)# end
Switch# copy running-config startup-config

Jlio iy DHCP Snooping »

Switch> enable

Switch# configure terminal

Switch(config)# ip dhcp snooping
Switch(config)# ip dhcp snooping vlan 10

Switch(config)# interface a0/
Switch(config-if)# ip dhcp snooping trust

Switch(config-if)# exit

Switch(config)# interface range fa0/2-24
Switch(config-if-range)# ip dhcp snooping limit rate 10

Switch(config-if-range)# end
Switch# copy running-config startup-config

4. DHCP Snooping Binding Table

915 2 SDHCP Snooping Binding Table a; of J51 wilogles Client s a33 gigaleyy DHCP sDHCP Snooping
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S Jad wlagles & a, Interface gIVLAN Lease (IP Address MAC Address s o)L] Client 5 (S Table (55 ay
Command:gliS » éinding Table »

Switch# show ip dhcp snooping binding

Jlis

MacAddress IpAddress VLAN Interface

02:00:11:11:11:11 172.16.2.101 11 Gil/0/3

02:00:22:22:22:22 172.16.2.102 11 Gil/0/4

5. DHCP Snooping Verification Commands

DHCP Snooping Statuss
Switch# show ip dhcp snooping
&logles Trusted Ports »
Switch# show ip dhcp snooping interface
Binding Tables
Switch# show ip dhcp snooping binding

6. DHCP Relay Agent

ash (59,9 as Router Jgs padiums ay DHCP Broadcast Jo5 oS #5DHCP Client 39 ?S Subnet/Network J; a;DHCP Server ) als
598 Forward ai a5 (S Ly Broadcast LagacRouter

“$pS Jo)ISDHCP Re{ay Ag(;.nt o)l J> 5 sjigaw (53 3

.$9S Forward as DHCP Server auuigé Client DHCP sRouter

7. DHCP Relay Configuration

Jadals asinterface
Router> enable

Routerd# configure terminal

Router(config)# interface g0/0
Jo!LleoDHCP Relay
Router(config-if)# ip helper-address 10.10.10.2
.59S Forward (s)g! 5 DHCP Server » iwge DHCP Client sip helper-address
. Jollesinterface
Router(config-if)# no shutdown
Jo$ saigdConfiguration
Router(config-if)# exit
Router(config)# end
Router# copy running-config startup-config

Jlo yudy DHCP Relay »

Router> enable

Router# configure terminal

Router(config)# interface g0/0

Router(config-if)# ip address 192.168.1.1 255.255.255.0
Router(config-if)# ip helper-address 10.10.10.2
Router(config-if)# no shutdown

Router(config-if)# exit
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Router(config)# end

Router# copy running-config startup-config
DHCP Relay Verification

Router# show running-config

L

Router# show ip interface g0/0

12395 DHCP Relay Agent g!DHCP Snooping

DHCP Snooping DHCP Relay Agent
$95Lsj cuzinal DHCP » @98 Forward as Sud by uaiwgeDHCP
$9S aluyo (sail)g 5y Fake DHCP Server $9S San DHCP Auays gig Subnetgalids s

S Configuration S Switch a; (5,:< Configuration S Layer 3 Switch L, Router ay
9,8 Trusted/Untrusted Ports $9,Sip helper-address

$9;9>Binding Table $9S Forward ausgge Client asDHCP Server

VLANs

oS Switch (S48 091 ag 3 98 dmwpo aig. VLANG)IS o)L Gig alate 5 S 3 S awss ag Switch sVLAN (Virtual Local Area Network)
o Jhiggg 9Sub Blaie As ay Julwg

19)S palais wls 9b s9S Switch gy (@895 ay (Sl »

VLAN 10 — IT

VLAN 20 — HR

VLAN 30 — Finance

Sypaglais SS 999 VLANYS ay Jslwg Finance gIHR . 1Ts Jgs (53 o

Jag9a VLAN s1.

1949513 a5 Global Configuration Mode oyl glg)9> VLAN »
Switch> enable
Switch# configure terminal
Switch(config)# vlan 10

Switch(config-vlan)# name IT
io)Ld VLAN Js »
Switch(config)# vlan 20
Switch(config-vlan)# name HR

JoSy9 VLAN as2. Access Port

.o Assign as VIAN (addis Port aly (& j92 VIAN (3 als
:JoS ady VIAN 10 .sFastEthemetO/’I Win
Switch(config)# interface fastethernet0/|
Switch(config-if)# switchport mode access
Switch(config-if)# switchport access vlan 10
s
switchport mode access
-59;! @ Access Mode sPort
switchport access vlan 10

«s9biss oyw VLAN 10 sPort
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JoS Assign as VLAN g, Ports g33.

19)S Assign as VLAN 10 J3 gu ay Ports 93 g)lgé aS
Switch(config)# interface range fastethernet0/1-10
Switch(config-if-range)# switchport mode access

Switch(config-if-range)# switchport access vlan 10

«$3S adyy VIAN 10 s Ports Jga (5)94Fa0/10 y35Fa0/1 a895 (53 ey

4. Trunk Port
-8 JoSTrunk Port .g)lg2 Jollassl Traffic gig VLANGS » Aunys gig Switchggs 5 > alS
Mis

Switch(config)# interface gigabitethernet0/1
Switch(config-if)# switchport mode trunk

1S J9ylS ol Jlawsl VLAN Traffic s Auoys 939 SwitchaTrunk Link

5. VLAN Verification

o)Lt gliS 5 939 VLANS

Switch# show vlan brief

(i Ports aig)l (598 3 gl aig VLANagaga Switch s Command s
oyl glsS 5 Trunk »

Switch# show interfaces trunk

o)L g5lagles Switching s Interface s

Switch# show interfaces switchport

Jls Jac gty VIAN o7.
19yl9¢ L5)S o0
VIAN 10=1T e
VLAN 20 = HR (]
Fa0/1—10=1T @
Fa0/11-20=HR @
Go/1 =Trunk @

Configuration:
Switch> enable

Switch# configure terminal

Switch(config)# vlan 10
Switch(config-vlan)# name IT

Switch(config-vlan)# exit

Switch(config)# vlan 20
Switch(config-vlan)# name HR
Switch(config-vlan)# exit

Switch(config)# interface range fastethernet0/1-10
Switch(config-if-range)# switchport mode access
Switch(config-if-range)# switchport access vlan 10
Switch(config-if-range)# exit

Switch(config)# interface range fastethernet0/11-20

Switch(config-if-range)# switchport mode access
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Switch(config-if-range)# switchport access vlan 20
Switch(config-if-range)# exit

Switch(config)# interface gigabitethernet0/1
Switch(config-if)# switchport mode trunk
Switch(config-if)# exit

Switch(config)# end
Switch# copy running-config startup-config

VTP & LLDP
VTP — VLAN Trunking Protocol . |

VLAN s o8 «(sollasil (5 alTrunk Link > &1ap5 539 Switchs cilagles VIAN 5 (3 53 J9Sg39); Cisco Layer 2 sVIP (VLAN Trunking Protocol)
~ (% ailwl iy pasConfiguration
ggﬁ VTP »
1598 aSlwl ey ppan VIAN 5 (S 939 Switchay . °
(530S cdg VLAN’Configuration s e
«9Mlanl Suays gig Switchs ciloglas VIAN 5 @
5928 Jlaisl gisgpus Slwil » Configuration s @
aigloys ago oyl VIP s
.59 Cisco Switches cuolio ojLd VIP 5 831y aigSwitch @
59 Jloo yyLTrunk Link Auops gig Switchs @
5ygVTP Domain Name ol% g 3Ly asgSwitch @
89 Olé gu/cuwlin ,LVIP Version @
89 Ol 92 S 959 Switchay auly (528 Jg)IS Password aS @

VTP Modesa

Server Mode. 1

g)ﬁ Joimwl a5 gig Switchgygs wlagles VIAN of g)ﬁ Jolas of Jgy9 VLAN SServer Mode «;
Switch(config)# vtp mode server

Client Mode.2
595 awdlys adX Server al cilagles VIAN s Switch SClient Mode a,

Switch(config)# vtp mode client

Transparent Mode.3
.59S Forward aigoley VIP 5 gl (59 oylal alud ay asg VLANJLS Switch (STransparent Mode «;

Switch(config)# vtp mode transparent

VTP Domain

1)L 9ISl 5 VIP Domain »
Switch(config)# vtp domain CCNA

VTP Password

Switch(config)# vtp password Ciscol23

VTP Version

Switch(config)# vtp version 2

VTP Server Configuration
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Switch> enable

Switch# configure terminal

Switch(config)# hostname SW1
Switch(config)# vtp mode server
Switch(config)# vtp domain CCNA
Switch(config)# vtp password Ciscol23
Switch(config)# vtp version 2

Switch(config)# vlan 10
Switch(config-vlan)# name IT
Switch(config-vlan)# exit

Switch(config)# vlan 20
Switch(config-vlan)# name HR

Switch(config-vlan)# exit

Switch(config)# end
Switch# copy running-config startup-config

VTP Client Configuration

Switch> enable

Switch# configure terminal

Switch(config)# hostname SW2
Switch(config)# vtp mode client
Switch(config)# vtp domain CCNA
Switch(config)# vtp password Ciscol23
Switch(config)# vtp version 2

Switch(config)# end

Switch# copy running-config startup-config
Switch# show vtp status

Switch# show vlan brief

Switch# show interfaces trunk

LLDP — Link Layer Discovery Protocol.2

ay Neighbor Device pgdtun Ju3 5 (59<)9 ojlal as Network Device 3 s Layer 2 Discovery Protocol sLLDP (Link Layer Discovery Protocol)
«s909len Connected Neighbor asdiun (sjlgs 93.5§9$ Forward as Switch Ly Router abgoleyy. LLDP (5)S awdlys eslogles of
1615 o)lSip loglan uwls o)l ay Neighbor s i (JgSLLDP

. Device Name  ®

Local Interface  ®

Neighbor Interface @

Device Capabilities  ®

Management IP Address @

System Description @

ologles 10S 5 L]

JolledLLDP
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Command:glglled s (. o)L Interfaces glos 5 .sgDisabled Jgs Default ay LLDP SCisco Devices
Switch(config)# lldp run

Jollad (S Interface ag; a,LLDP

Switch(config)# interface gigabitethernet1/0/19
Switch(config-if)# lldp transmit
Switch(config-if)# lldp receive

-($guww| aigoloyy LLDP slldp transmit
.59S Process aigolayy LLDP (9 awdlys ad3 Neighbor slldp receive

Jollad 4u2LLDP
‘o)Ll Switch glgs »

Switch(config)# no lldp run
iJ9ai; Transmit 5 S Interface ay
Switch(conﬁg-if)i; no lldp transmit
:Joay Receive s
Switch(config-if)# no 1ldp receive
Switch# show lldp neighbors

«ab logles 3 o5l Neighbor ja s Is

Switch# show 1ldp neighbors detail

395 0)lSy wlogles Jaunds Neighbor Devices glgy »
) Switch# show lldp entry RI

595 oylS elagles Neighbor ogs ayR1 5 Siloz

LLDP Timer

Default LLDP: As al lsS 5
Send Timer = 30 seconds  Hold Time = 120 seconds
:Switch(config)# lldp timer 60 Jolay Send Timer »

:Switch(config)# 1ldp holdtime 180 Jolay Hold Time »

995 3 LLDP gIVIP
viP LLDP
VLAN Management Protocol Neighbor Discovery Protocol

)18 o)l cgpan 3 gilaglos VIAN » $9o9les wlagles Neighbor adiuwe o
395 IS 5)¥ al Trunk s Auays 939 Switchs (59448 Neighbor (s)¥ al gigoloy Layer 2 5
yiServer, Client, Transparent Modes &) wldac Receive glTransmit

show vtp status show lldp neighbors

DTP and STP
DTP — Dynamic Trunking Protocol .1

9IS1y a893 ayTrunk LAccess s Jga wlogsl ay clls Port s Sunys gig Switchggs 3 (3 3 J9Sg59yy Cisco sDTP (Dynamic Trunking Protocol)
. SIS oyl glg)9n Trunk a. DTP (598 atuuya S
L.,;S DTI; >

-$9)9> Jg» wlogsl agTrunk e

.$9aS <dg Configuration s e

595 San Jlass! VLAN Traffic s Auoys 939 Switchs @
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DTP Modes
. Dynamic Auto
598 sl uapge Trunk s ads Switch Jylas 5 Mode I
. Switch(config-if)# switchport mode dynamic auto
2. Dynamic Desirable
498 ada glgy9n Trunk s a8g3 alled ay Mode 1s
Switch(config-if)# switchport mode dynamic desirable
3. Trunk
g,.;s Trunk Jgs <yl ayPort
Switch(config-if)# switchport mode trunk
4. Access
g,.;s Access Jgs culs c\,;Port
Switch(config-if)# switchport mode access
5. Disable DTP
(592 aigale,DTP
Switch(config-if)# switchport nonegotiate

S8 J9)IS opw Manual Trunk Configuration » logac Is

alyL; DTP Modes »

Switch A Switch B al:ly

Dynamic Auto Dynamic Auto S ﬂ_;x Trunk
Dynamic Auto Dynamic Desirable S J%Qﬁ Trunk
Dynamic Desirable Dynamic Desirable ‘éﬁg%v Trunk

Trunk Dynamic Auto ,, 49;% Trunk
Trunk Dynamic Desirable ‘_;.)_.,49;QV Trunk

Access Mode s GpS u_~,|_’,x Access

DTP Trunk Configurations

Switch> enable

Switch# configure terminal

Switch(config)# interface go/1
Switch(config-if)# switchport mode trunk
Switch(config-if)# switchport nonegotiate

Switch(config-if)# end
Switch# copy running-config startup-config

STP — Spanning Tree Protocol .2

595 9x120L00ps  9Si9a:€ aslinl) 5 alol al Redundant Links Ly (glial s S 9Sui Layer 2 a;STP (Spanning Tree Protocol)
b STP i (slayS asdial) Loop oyl Layer 2 Frames s «sg Juag opw (58 al Reélundant Links > asg Switchg3 (S Network ay a$
. .o s aslinly Network Loop 3 «sg939a30 o)Ll Forwz;rding sinterfaces

598 Port Block g, o)Ll (s9238a Loop » alal al Layer 2 Path (flial a. STP auss Links (sys Suays 939 Switchs asls
bas (pwlwl STP

.mas ado Forwarding s Paths g8 5 o)l (s92350 Layer 2 Loop 5 95 «(silw ai8 Redundancy »STP
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Root Bridge .3

-8 JSIs a895 aRoot Bridge s Switch g, (S STP oy
al (85 eyle aunlas ago STP 5 (Ao al gilegagn CCNA s oliS s
‘ Root Bridge o
Root Port e
Designated Port @
Forwarding e
Blocking e

PortFast (]
Root Port .4

(595 autlys yuun e)92 5lo3 45 as Root Bridge (52 al Non-Root Switch 3 ¢s» Port azsRoot Port
Designated Port .5

-89S Sy oyl Forwarding 5 S Network Segment o9 ay (> 3 Port assDesignated Port
.95 oylsl Layer 2 Paths s Network s opw 9lSL5 ay Designated Ports gIRoot Ports . Root BridgesSTP

STP Port States .6

.$9S Network Traffic Forward sPort

&y ojlaIForwarding = Traffic

. @b aslasl) Layer 2 Loop 93 «s9< asPort Traffic Forward
ai,Blocking = Traffic Forwarding

s> Jolis a%95 ay Port States ago STP sBlocking glForwarding .S CCNA Exam Topics »

PortFast .7

-89 Jiag opwyg PC asl End Device > Port ass Jos 55518 ay «s49)1S ojLid Access Port sPortFast
“Sypwyg a3 clls Forwarding s 5 Access Port (3 53 Is cdan PortFast »
.83 a3 gilequingn gago al STP/Rapid PVST+ sPortFast benefits < CCNA Exam Topics s

RSTP — Rapid Spanning Tree Protocol .8

.63 ajy aS3> STP sRSTP (Rapid Spanning Tree Protocol)
‘o Jaijag sl wllac wleIRapid PVST+ Spanning Tree Protocol s .o al CCNA Exam Topics 5 oliS »
S Jo)lS o)Ll (55130 Loop 5 alal al Redundant Layer 2 Links s STP/RSTP (< Campus Network ay

)*'195 STP 9'DTP

DTP STP

Dynamic Trunking Protocol Spanning Tree Protocol

1S o5l 9199 Trunk » @9 gdo Layer 2 Loop »

SSly a%93 ay Access/Trunk s cdls Port 5 95 olsl Layer 2 Paths »
) Dynamic Desirable gfDynamic Auto ! Root Port gIRoot Bridge
switchport mode trunk @)¥ al STP 5 (592330 Loop »

show interfaces trunk (5,:< J3S (558 al Show Commands gaig)l s cugeing STP »
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Command of DTP

switchport mode trunk

switchport mode access

switchport mode dynamic auto
switchport mode dynamic desirable

switchport nonegotiate

show interfaces trunk

show interfaces switchport

EtherChannel .1
sIRedundancy Susys gig Switchs (5)d al (53 5 .83 &2333 9loS sl3gy 5 alys ay Link alais gy 5 Ethernet Links (,$;50 93 sEtherChannel
Jaijg LLLACP Jgs 55518 ay 9;I.ayer 2./Layer 3 EtherChannel .o al Exam Topics s CCNA 200-301 3 .(52S awdjsload Balancing

' . Configure/Verify gl &
95 IS 85 ayPort-Channel alais o9y s Links ($230 93 Ly oy
8 s2¢» EtherChannel »
5959 plgs a3 IS Links jo5 (& l)s Link gy c\S.Red;mdancy: U
‘S Jiég Juoys Links 93gage sload Balancing: Traffic e
599> ady; Channel alnis 5 sl8gy Links $2j0 g3Bandwidth: @
s layer 2 EtherChannels S Jlis Campus LAN ay oS 5 .58 Jad a893 ay Logical Link ogy 5 o)LJ STP sSTP: EtherChannel @
. 53 9% J9)IS ojLd Redundancy glLoad Balancing

LACP .2

EtherChannel » Jgs 5518 ay CCNA Exam Topics 5 .58 J9)1S ojll 9lg)93 3 EtherChannel sLACP (Link Aggregation Control Protocol)
.$9S auupge Verification gI(LACP) Configuration

LACP Modes

Active

595 ada glgy93 3 LACP EtherChannel s a8g5 alled aySwitch

channel-group | mode active

Passive

89S il gigalay, LACP sSwitch

channel-group | mode passive

o SlaS JoylSActive + Passive LActive + Active o)l glg)93 s EtherChannel »
EtherChannel Configuration .3

:99)1S Ports Is Auays gig Switchggs s ()< (a0
Switch> enable
Switch# configure terminal
Switch(config)# interface range fa0/1-3
Switch(config-if-range)# channel-group | mode active
Switch(config-if-range)# exit
witch(config)# interface port-channel |
Switch(config-if)# switchport mode trunk
Switch(config-if)# end
Switch# copy running-config startup-config
Switch2 Configrantion
Switch> enable
Switch# configure terminal

Switch(config)# interface range fa0/1-3
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Switch(config-if-range)# channel-group | mode active
Switch(config-if-range)# exit

Switch(config)# interface port-channel |
Switch(config-if)# switchport mode trunk
Switch(config-if)# end

Switch# copy running-config startup-config

«Sydalis S EtherChannel alnis o9y ayPort-Channel | > Ports (S50 )5 S Configuration ¢ss ay

EtherChannel Verification.4
laglenPort-Channel

Switch# show etherchannel summary
wlogles Junas EtherChannel s
Switch# show etherchannel
Port-Channel Interface

Switch# show interfaces port-channel |
@loglenTrunk

Switch# show interfaces trunk

.83 pgo as oy)lgoVerification s &i3 ;5 EtherChannel Configuration s o)Ld CCNA »

5. Switch Stacking

Switch alaie o9y 3 (S cizppan ay Network 5 93 (5428 Jolis opw a9 ay Stack > asg Switch 230 93 (3 o3 adyjlo asnSwitch Stacking
' ' o SIS oylal S ay
S Jolisi oy (55 alStack Connections/Cables 95318 5 aig Switchgd (S cuinygn ay Stack »
“Sppasdnis algs ay Stack sgy » aig Switchgl Jga 55 ay
&,;S e Switch Stacking s
1. Centralized Management
o S1aiS oylal a893 ay piuaw SAlats agy 5 aig Stack Switchs
2. Scalability
(o SlaS ady, Stack s Switch (Slal gy 9adly s Network s
3. Redundancy
195 Qupa S 9lg3lsj ay Availability 5 (5)8 al g3llaluyl (flial s &unys gig Switchs cuigs Stack »
Managementoalwé.
($S bl Caypaan aluw SAlais 5 Stack s Gl8 p gig Switchals 93 »

SPAN — Switch Port Analyzer

JSL5 092 9l 59 IS Network Traffic as3Source Ports/VLANs o3 Ly 091 3 (3 03 a3318 ogy Cisco Switch sSPAN (Switched Port Analyzer)
Joliv alwg Network Monitoring s Ly Wireshark as! aluwgPacket Analyzer' 5 Lagac as. Destination Port sy 2 asDestination Port (5o
Sps

3 aaps sail g3 159l Jaign oa ai abdy Juads Configuration s SPAN 5 (SCCNA 200-301 Official Cert Guide, Volume 2 (59 Jy$)g ayt aigaly
.el;';:’uul e oS $288 3 Q5«83 09840 ple Cisco 10S sSSPAN

<dan SPAN sl.

(328 9IS ol 9igylS (g2 2SPAN
ayl’ Network Traffics @
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Packet Capture @
Troubleshootinggjigiw Network s @
Traffic Analysiss @

Security Monitorings @

S Jpd asFa0/10 (IS oguFa0/1 Traffic s (& pulnis a€gs ayDestination Port sFao/10 glSource Port sFao/1 as

Source Port 2.

&S Jy18 5 Traffic > s Port aasSource Port

RILT
Fa0/1

Destination Port .3

S Joiw! asyg (1S Source Traffic s > s Port aeaDestination Port

HIGTS
Fa0/10
S8 Jolivs aluwg Monitoring Ly Packet Capture s (S Port (g5 ay

SPAN Configuration 4.

(S o
Source Port = Fa0/1 L]
Destination Port = Fa0/10 @
Configuration:

Switch> enable

Switch# configure terminal

Switch(config)# monitor session | source interface fa0/1
Switch(config)# monitor session | destination interface fa0/10

monitor session |
.63 ya5 SPAN Session s
source interface fa0/1

.Sy Traffic Source sFao/1
destination interface fa0/10

.S Traffic Destination sFa0/10

TXgl RX &L Source » 5.

)89 sy9! alsdo Traffic 5 Interface s i JgSSPAN
RX
Received Traffic: sy
Switch(config)# monitor session | source interface fad/l ™
X
Transmitted Traffic: jlg;
Switch(config)# monitor session | source interface fa.O./I x

Both

Ig:s)gj °li9‘>

Switch(config)# monitor session | source interface fa0/1 both
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VLAN Traffic Monitorings 6.

% &laS (1S a5 Destination Port sy al SPAN s as VLAN Traffic oga s
VLAN 10:340

Switch(config)# monitor session | source vlan 10

Switch(config)# monitor session | destination interface fa0/10
S8 (1S asFa0/10 Destination Port s VLAN 10 Traffic s asls

SPAN Verificationa?.

)Lt glaS 5 SPAN Session »
Switch# show monitor

595 0ylS elaglen SPAN Session s Command Is

JoS sy SPAN Configuration 28.

ioyLd 919 (s)! 5 Session »

Switch(config)# no monitor session 1

Configuration juuwy y39) sSRouter Basic Configuration

ol (o9 cawlio oyl S 3 339y 95 (828 SpyS @y al CLL s (S Cisco Router ay (53 (53 wlagdais (iyagl asaRouter Basic Configuration
. . . g wladdhis )l j95 glinterface IP Address

Switch of Router s ;3 ¢59% j8as @n oliS (& opuys Configuration 5,8 alCLI (Command-Line Interface) s a0 o)L IS 5 oy Cisco 10S »

’ 83 U2l eylgas CLI 5 oyl HIS s

Jadls as Privileged EXEC Mode as1. Router

‘59 SUser EXEC Mode o, L9.n; 3993 S @y

Router>
ioyLd gl5 5 a5 Privileged EXEC Mode >
Router> enable

Router#
$913ls a5 Privileged EXEC Mode s yilaSenable

Jagdls as2. Global Configuration Mode

ioyLd 915 5 a5 Configuration Mode s aA3 Privileged EXEC Mode a!
Router# configure terminal

Router(config)#

WSl by

Router# conft

-$42S opwys Configuration e9ac y39 5 S Mode s ay

JSL5 pg5 Router 23.

g pS JSLiHostname cuwlin atyg o)l glasi 3 y3g) o

Router(config)# hostname R

R1(config)#

o8 S gigllin ay liS 3 Jg)IS silaShostname s S Configuration ay Cisco 10S s .csyday asRl aA3Router al Prompt y3g) 5 atwg)g @ a

SRS Jad
JSL; Password o)L Privileged EXEC s4.

S JoylSenable secret o)L glg< (sai93 5 Privileged EXEC Mode »
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R1(config)# enable secret Ciscol23

.Sy Password oL Privileged EXEC Mode senable secret

3 alsyy agenable password 3 JgjlSenable secret s gl «(598 il an alglgs Hash/Encoding calsds o)L Password sCisco 10S (Ao a Gl s
8> oAl 5)ge o)L glgS %5339.5 sPassword

PasswordeyLd Console Line 25.

(oY slagS JSL Password o)l uwywd s Router s (558 al Console »
R1(config)# line console 0
RI(config-line)# password Ciscol23
R1(config-line)# login
R1(config-line)# exit
ails
-s151s asline console 0 —> Console Line .
.S apassword Ciscol23 —> Password .
.s9/l=d o)LJ Login s Password (sgé JSLlogin —> [

539 33 Console Configuration Mode alexit — @

JsS)9 1P Address a3 Router Interface 26.

5928 JgSy9 Subnet Mask ol 1P Address o)L glglus 3 opw S > Router Interface
’ (Jls

RI(config)# interface gigabitethernet 0/0

R1(config-if)# ip address 192.168.1.1 255.255.255.0

oyl glglles 5 Interface s

RI(config-if}# no shutdown

i SlaS wls Interface Configuration s a%g5 s ay

) RI(config)# interface gigabitethern;et 0/0

Ri(config-if)# ip address 192.168.1.1 255.255.255.0

R1(config-if)# no shutdown

R1(config-if)# exit

83 899 J9)IS oyl aulnis 5 Interface sno shutdown glip address .interface an S 9igllin Router Configuration a; oS 5

JsS adls Interface 7.

ioyLl glsS 5 Status gl IP Address » Interface s Router s

R1# show ip interface brief

b JSi 3 ay esloglen ago Interface s 33laS fs
J3S8. Running Configuration

ioyLd glsS 5 Configuration uwgl Router s

R1# show running-config

PSS US RAM o Jlgo (gl = Router o el Configuration asaRunning-config

JoS (s23939. Configuration
3 a5 Startup Configuration s Running Configuration s . & oplg adis al (Sas atwg)g Restart al Router s . & as (sa395 Configuration as
oyl Jlass!
R1# copy running-config startup-config
L

R1# write memory

1S JoylS o S awgy ay Restore gl Backup s Configuration scopy running-config startup-config «Aa al wlsS »
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JWo by Router Basic Configuration »

Router> enable

Router# configure terminal
Router(config)# hostname R
R1(config)# enable secret Ciscol23

Ri(config)# line console 0
R1(config-line)# password Ciscol23
R1(config-line)# login
Ri(config-line)# exit

R1(config)# interface gigabitethernet 0/0
Ri(config-if)# ip address 192.168.1.1 255.255.255.0
R1(config-if)# no shutdown

R1(config-if)# exit

Ri(config)# end

R1# show ip interface brief
R1# show running-config

R1# copy running-config startup-config
Commandsags
Command 8353
enable Jadals asPrivileged EXEC Mode
configure terminal JIs asGlobal Configuration Mode
hostname RI JSL o9 Router »

enable secret Ciscol23 Secret Passworde,Ly Privileged EXEC »

line console 0 Jadals asConsole Line

password Cisco 23 JSLsConsole Password

login JglledConsole Login

interface gigabitethernet 0/0 Jadals asinterface

ip address 192.168.1.1 255.255.255.0 JS13 Subnet Mask gl1P Address
no shutdown Jollesdinterface

show ip interface brief Ji€ eilaglen 1P gf clls Interface »
show running-config Ji€ Configuration _uwg!

copy running-config startup-config JoS sasgaConfiguration

azkas Routing sRouting Theory

% J9ylS9 oy¥ angS aubs oyl gawwy s as (Sui Destination s IP Packet s > Sy sy Router > o5 awgys asaRouting
Route auwlis S Routing Table ay o)L Destination s Packet s a$ .(s9,IS wlaglesRouting Table s o)L 9lg< Forward s Packet sRouter
«s93yRouter Packet .(s9 as 039390
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Routing Table
.lw wlogles o)l ay Destination Networks galias » ‘X_,S.u’;u s ‘_,S.; Router ey Jga> assRouting Table
185 Joli fal ago (5238 (S Routing Table ay CCNA 200-301 »

Routing Protocol Code

Prefix o
Network Mask e
NextHop e

Administrative Distance ~ ®
Metric o
Gateway of Last Resort ®
Next Hop
5159 s 5y90 o S Destination 5 93 (& Jyalg asyg spagl auly Packet 3 s» IP Address |; Router azsNext Hop
a%95 ayNext Hop s RI Interface {P Address s S Routing Table ay R3 s «g ) a5 Sais uL. 92 58 al R 3 R3 aS alg5 ay Jlin o
Administrative Distance
alids al o)L S Destination (sg. s Router a$ .csy0)1S o)Ll 9lS1s 5 jLuacl 5 Routing Information sAdministrative Distance (AD)
% Jr9 ..39:._3;.99] a3 Source pgS (> (595 Qimyo S 9ISk ay (53 sAdministrative Distance .S awd))s Route az3Routing Sources
. . Metric
adgylo uwlae 3 Metric s As al Routing Protocol s .cs91S o)Ll 9lS1s 5 (Jlg o)9¢ s Route 5 (» Routing Protocol 3 53 cuijyl aesMetric
‘o GI9S 9t
Gateway of Last Resort
Default s logac Is .cs)) a5 Route auadio o)L Destination s . Router 3 (s yn)lS a$93 ay ¥ » o)l Traffic aas sGateway of Last Resort
. . sy 9lys spwRoute
Routingceyl5Static Routing
.$9S Configuration S Router ay Jgs ¥ ay -z Network Administrator ;3 o Route asaStatic Route
o)l S Destination s Jga axlius ay Administrz;.torgSL; 189S 03j a5 (5 :d Routing Protocol » Routér Route (S Static Routing a
. . . .ggadioRoute
(53 Jolds aiglgs (5259 o)Ll IPv6 Static Routing gl IPvé4 5 (S g3lcginga ay CCNA 200-301 »
’ 1. Default Route
59 a5 035390 Route andiuo as)g S Routing Table ay 3 (547)IS o)l Destination Networks gas 5 ;3 o3 Route assDefault Route
’ ’ . :J9s oalw a
— Default Routesgd: as lagy Route (58318 as
2. Network Route
.03 Route oyl (Sl (spéir (592 sNetwork Route

FILT

192.168.10.0/24

593159 o)l angS o)l gawy 3 a3 (Sl 192.168.10.0/24 5 ;> mb a3 Route Router Ia
. . 3. Host Route

.05 Route o)Ll IP Address s Host (55518 o5, 5 (sjlgzHost Route

:a895 ay Jlio 5

192.168.10.10/32

.03 5)Ll192.168.10.10 Host 5 (5jlg2 Route Is
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4. Floating Static Route

S JoylS 895 ay Backup » Jlgo jy 93,018 5 Route Juol s (53 o5 Static Route (plisl o9 Floating Static Route

‘X_,S 09 ay Route Juol 5 a5 Routing Table asdg a@s 55 93 (58 JSL;Adminishaﬁve Distance )9l alsy; ay Route Jual s o)Ll (53
SIS g gl pag]

Dynamic Routing

Jo3 wilagsl ay culagles Routing Table s of (s9S o3j Routes (5,4 alRouting Protocols s Router 3 o3 adyjlo Routing a2aDynamic Routing
95 ojls 9l 9l 59592

adlial Routes as IP Routing Table ». Routing Protocols (s> a33 guwgys 9aga alControl Plane > Router sRouting Protocols «As al liS s
“s9lar 2 Jlgo gz Lyl s 91 (598 sylRoutes «s9<

‘$9aly w lsS 2 R.outing Protocols ago Dynamic Routing »

OSPF o
EIGRP o
RIP o
BGP o

OSPF

.3 Protocol ags 9 Dynamic Routing sOSPF (Open Shortest Path First)
$9;9> Router Routing Table s quuiy yy 93lagles Routing . OSPF (598 IS (< Control Plane y, Router j» s OSPF (< Traditional Network ay
' ' 598 5l gl
(53 pgo axaldo (s (S ¢9i2905ingle-Area OSPFv2 s o)L CCNA 200-301 »
. Neighbor Adjacencies

Point-to-Point e

Broadcast e

DR/BDR Selection o

RouterID o

o o o o
-«

293 Dynamic Routing glStatic Routing
LS8 Static Routing Dynamic Routing
S5 S 03) aluSRoute Jos ¥ oy sy¥ al Routing Protocol »
Configuration $9aalans yAdministrator 595 jls 91 23j 2Protocol
o9lar a3 Silot oglay il Togac & JgS Route Update Jgs clagsl ay
Routing Protocol @ s Lyl 9, SRouting Protocol
Jlio Static Route OSPF, EIGRP, RIP, BGP

Backup Route & (lay)lSFloating Static Route (s9S wlassl As al Routes gagags sProtocol
alsly oyl

3 Jg3 (s09ac ay. Routes (sq,ISRouting Table o)Lyl IS (sa 5. Router o3 awgyy 9lS1s (5) uwlin 5 ()9l 5y Destination » Packet sRouting
Dynamic g «sgaslais Jgo wd ay. Static Routes Administrator (sal5ls a5 Routing Table (s)¥ alDynamic Routing LStatic Routing
.$9S ojls Routing Table gl (s9S o3j Routes (s,¥ al Routing Protocols ;.3 ay BGP gIRIP .EIGRP . OSPFsRouting

Static Routing and Dynamic Routing Configuration
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S 5o JiS)g 2 .9)8 aalais Jgo Jac S Cisco 10S ayDynamic Routing Configuration giStatic Routing Configuration a, (S ady 55 ay
wlogles Routing Table sSOSPF asl ijnamic Routing Protocols syl Lyl as Routing Table o)Ld glg< Forward s Packet .sRc;uter (Ao al
595 o)lv 9l 59592

ip route oyl Static Route 5 .5yl s Juad Configuration puiy Dynamic Routing gl Static Routing sVolume 2 sgié JyS)9 wlin: aigaly ango
2 @3 Ll d g hgr By ass $jlg2 Configuration (saidl g5 ts3 39390 aa Jlio gy OSPF Configuration s gl «s9é ‘;,_._, ‘X_,S oliS ay »las
S P

Static Routing Configuration

.$9S Configuration as Router Jgs ¥l ay » Administrator > o> Route aeaStatic Route
¥ diproute 3 10S (53 593853 an i .58 Jg)ISip route Configuration Command s o)L Static Route s S Router ay Cisco 10S »
.595)9Administrative Distance = | logac a5 Static Route @oéConfigure

Syntax jo9ac Static Route 5

Router(config)# ip route destination-network subnet-mask next-hop-ip
Jlin.o
R1(config)# ip route 192.168.2.0 255.255.255.0 10.0.0.2
asls
192.168.2.0 — Destination Network @

255.255.255.0 — Subnet Mask e

10.0.0.2 — Next-Hop Router @

«$al9 510.0.0.2 Next-Hop s Packet o)Ll gy 3 a5 Suis 192.168.2.0/26 3 (3 S Jug a5 R sy

Static Default Route

.y aig Route aundius asyg Router 3 (54718 o)L Destination Networks géa sDefault Route

.:gsgo.o.o.o oyl9s Mask gl Destination o)L Default Route »

R1(config)# ip route 0.0.0.0 0.0.0.0 10.0.0.2

9 Jageh @iy a30.0.0.0/0 s Default Route an (S Jlia DHCP ay Gl » 38,8 895 30.0.0.0/0 3 Default Route (S Routing Table a,

.03

Static Route Verification

:0yLd 9liS 5 Static Routes s

R1# show ip route static

1699 JoylS »ilaS Tann US Jbs ay ol s
RI#.# show ip route static

:Jlin Default Route s gl

$* 0.0.0.0/0 [254/0] via 192.0.2.1

Dynamic Routing Configuration

-9 Update Ly 03> .adlal (5 a5 Routing Table gl (s9$ o3j Routes (5,2 al Routing Protocol s Router ,SDynamic Routing
.63 aA3 Routing Protocols gags al Control Plane s BGP gIRIP .EIGRP .OSPF (Ghoal oliS s
83 Jlis ngaOSPF o)L Dynamic Routing s .S CCNA oy

OSPF Configuration

‘s9é Jleo OSPF sxily Interface y; Router s S Configuration Example 39390 ay wslsS 5
interface GigabitEthernet0/1/0
ip address 10.1.12.1 255.255.255.0

ip ospf 1 area 11
!
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router ospf |

router-id 1.1.1.1

2245 Configuration s

interface GigabitEthernet0/1/0

.$yalals a5 Interface Configuration Mode adiuo s asRouter
ip address 10.1.12.1 255.255.255.0

.$95)9 Subnet Mask g1 1Pv4 Address asinterface

ip ospf 1 area ||

«$9i5l> asOSPF Area 11 Interface g (s5lladOSPF Process | (saily Interface ¢s» ay
. ’ router ;spf 1
.s9/led OSPF Routing Process Configuration Mode s

router-id 1.1.1.1

.L_,SL;. OSPF Router ID oyLd Router »

alsyy Dynamic Routing Configuration glStatic

L &s18 Static Routing Dynamic Routing
Configuration o sy al Routing Protocol s
Command Juo! ip route router ospf / ip ospf
Route Update s9las zAdministrator (s9< Update (zRouting Protocol

Next-Hop (syuadiis S Static Route ay $9S 23j zProtocol
Jlis ip route ... OSPF
Routing Table $9S adllStatic Route gla/aslalProtocol Routes

9l b3 «adlinl Routes a3 IP Routing Table s g1 o3 ad); Control Plane s Router s OSPF (€ «dls ay Dynamic Routing s (2o al oliS »
s9lay
Commandsago

Static Routing

configure terminal

ip route 192.168.2.0 255.255.255.0 10.0.0.2
end

show ip route static

OSPF Dynamic Routing

configure terminal

interface GigabitEthernet0/1/0

ip address 10.1.12.1 255.255.255.0

ip ospf 1 area Il

exit

router ospf |

router-id 1.1.1.1

end

Y e

Static Routing:

Administrator — Route — Routing Table
Dynamic Routing:

Routing Protocol — Route Information — Routing Table

> Routing Protocol .4 a; OSPF S Dynamic Routing 95 «$9)5> J93 2 ay Administrator Route SStatic Routing «ywlwl @aas ay
595 &j5 91 (59595 J9» wlegsl ay wlaglasRouting Table
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RIP - Routing Information Protocol

Routing alControl Plane s Router sRIP (Ao al Gl s s add ‘_,J; alDynamic Routing Protocol sRIP (Routing Information Protocol)
o)L 9lgS Forward s Packet 5 i (s¥gSg Router 93 59 ojls ol (sglay «59;93 logles Routing Table ». Control Plane (ss 9 as3Protocols
591189 (s)¥ (mwlin

T(59S aARIP

Routing ay 9l (59S &3j Routes $)¥ al RIP 5. Router (sgw) a5 Router (5 al Routing Protocol Update s Routes g3); galids 5 (Sul sRIP
598 ‘7’; t’_,STa\ble

59 )9 a5 Route R1 aés ()8 al R2 5 & ¥9SRIP ()9 Route Sués by (592 3 R2 gl (59 Juog 0pwR2 IRl aS .a8gs ay Jlio 5
«5)S awdlys Routing Information o)l a;Network B 5 58 al RIP 5 (i (s¥gSRI

RIPv2

.59, ISUDP Port 520 > gf (59 ealaiw! o)L Transport s aASUDP ». RIPV2 (53 s sly asRIPV2 US gdllas gagage ay s 5
:D)L:L‘ 9.!93‘.9__%; RIPv2 »

Protocol: UDP

Port: 520
Destination: 224.0.0.9

.$9)$224.0.0.9 Multicast Address o)L Routing Updates sRIPv2 (Ao al oS s

Control PlanegIRIP

595 opwys 0333 9lgS ojls ol 9lg)9n 3 Routing Table s. Control Plane o5 a3y,Control Plane s Router sRIP
.53 Protocols ago Control Plane s BGP giRIP .EIGRP .OSPF asIRouting Protocols . Ao af oS 5

ACLgIRIP

Router «s)l aig ojlsl aigaler; RIP Update s gl (59 cunsinbound ACL (sxily Router ay aS (3 s s S3 Troubleshooting ags g2 o)L RIP
’ . .6)S @ 03j RIP Routes ad3 Router J; al San

a3 R2 al RI 3 59 Is alyly ss99) alal allmplicit Deny s asgaliy RIP s ACL (s3ils RI g3 w5yl RIP Updates sR2 S Jlia ay oula s

' ggs 03j asRoutes

o G188 Jaify Aa al galaglas sxidf 5 S cidg ay ACL sRIPY2

Jdug US.....?; aSubnetting —

5928 Jg,lSSubnet Mask X:3,51P Address s o)LJ Subnetting 5 . fgSubnets 92159 ay IP Network ogs 3 03w asaSubnetting
09 9l (53 US Subnet atlas ay asa 5 1P Addresses ng< ) $9S auwlan aluwg ajSubnet Mask olIP Address J.3 sHost (Ao al olis s
(83 05 Subnets g;95 ayAddresses

Subnet Mask

SpS b o)ld Host s 3 (sgumddio adyy aes gl (1S oyl Network/Subnet s (3 (sguaddio ady ass [P Address sSubnet Mask
. . . a8 ay Jlio 5

IP Address: 192.168.1.172

Subnet Mask: 255.255.255.0

;S Prefix Notation ay

: 192.168.1.172/24

.24 Subnet Mask Prefix Length »/24 azls

Subnet ID
.83 p9S Addresses Jo Subnet $9 3 2 SRR owlwl 3y Mask gl Subnet ID 5 an. DHCP Server (5;1S o)L glasjy 5 Subnet sSubnet ID
a8 ay Jlio 5
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Subnet: 192.168.1.0/24
:a8ly; ogy Host 1P Address s (S Subnet s> ay
192.168.1.172

« 0w255.255.255.0 Subnet Mask al192.168.1.172 as Jlio Windows s IS s

aSyl Subnet glHost

&S Subnet 5 ay Destination Address 3 (sgaglen (wlw! Subnet Mask olIP Address J3 5 spag! «(sy2lg Packet 51 (s)loc Host 3 als
‘ . .83 3@2 aA3 Subnet ol C\S‘ 9l s
Sy Packet asyg axdiuns (& UgSHOSE (59 (S Subnet atlas ay Destination a$

«s9iwl asDefault Gateway J.>Host Packet “:;'9 &2 a3 Subnet al Destination as$

Jlss

Host IP: 192.168.1.172

Subnet Mask: 255.255.255.0
Default Gateway: 192.168.1.1

$)S auwlno Jg3 g ay 39as Subnet s Ly o)lgs aS8 59 ylé gy 3Ly Default Gateway Subnet gf Host »

DHCPgyISubnetting

(S ppuadiuo Mask giSubnet ID Jlgo 3 5l9)93 s DHCP Pool 5 . 5ikw cslagles M o5l Subnet js » logacDHCP Server

network 172.16.1.0 255.255.255.0

:JSi ay Prefix Length s L

network 172.16.2.0 /24

Subnet Broadcast giSubnet 1D . Server (ijug Addresses Joz Subnet s 3 (598 oalaiuwl g)ld (53 3 a2% Mask of Subnet ID alDHCP Server
. .$95)9 a5 a3 Addresses Host 13 a,Address

albillavl ags

Qo Liaa

1P Address Addressjyasas Host s
Subnet Mask $9oglen 3y Host of Network »
Prefix Length /24 aS) «ayy o3 Mask »
Subnet ID Network Address ,Sigasfu Subnet s

Default Gateway (s,;)1S as Traffic ;g7 433 Subnet al (> Router ass

Host Address Addresse;L Device ogy > (S Subnet ay

EIGRP - Enhanced Interior Gateway Routing Protocol

> Router sEIGRP (Ao al Gl s s adld UJ; alDynamic Routing Protocol >EIGRP (Enhanced Interior Gateway Routing Protocol)
Router 93 «(59< ojls 91 (59121 «(59)9> wiloglen Routing Table s. Control Plane ¢5,.S Jyuab a33 Routing Protocols gags alControl Plane
$9)1S5 5y U..wLm o)L 9lg< Forward s Packet s i 59y

Control PlaneglEIGRP

Routing Protocol Process Ju Router yo (;i2; ts9S IS ap aDistributed Control Plane s Routing Protocols S Traditional Network ay

’ . !

sl 8y adl L',!.; al Routing Protocols $ann @aEIGRP
. OSPF o
EIGRP o
RIP o
BGP o
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598 s S 9158 jls gl glg)93 ay Routing Table s Router s epw glg)lS ay Routing Information s Protocols I

‘;,S el ay ACL SEIGRP

Guuy gy TCP/UDP Port 5 aluuwg ay ACL s aigaley, EIGRP » walal (saan al. (59,IS a3 UDP Transport Protocol L TCP sEIGRP o al obiS s
598 ailyg ACL Protocol Keyword s Ssl3eigrp s Cisco 10S (SL 58 Match as

:osloglan aga L) EIGRP

LisySsle EIGRP

P95 pén Enhanced Interior Gateway Routing Protocol

Jos Dynamic Routing Protocol

Plane Control Plane

Transport Protocol 9,8 «sTCP/UDP
Destination Multicast Address 224.0.0.10
ACL Keyword eigrp

ojlal ACL 5 EIGRP »

5 gigaley EIGRP 5 .(5)$ as awdlys Routing Information (5)d al EIGRP s (SasRouter « jwaiig ada EIGRP Routing Updates » Inbound ACL a$
SLEESESEY

R1(config)# ip access-list extended RoutingProtocolExample

RI(config-ext-nacl)# permit eigrp any any

9% JgylS oyl 9198)g sjlal 5 gigoley EIGRP spermit eigrp any any as S Jlis ag wli s

GSPSOI8 ay QS 1sgd aupis (s au Verification gf Configuration yuiy EIGRP s e al SL:SCCNA 200-301 Volume 2 (59 J)S)9 st aigaly

5 S Exam Topics Juol CCNA 200-301 3 (3 (593383 lsS (35 .93l S 9olegungs a3g)l ACL 5 gf Control Plane Protocol s EIGRP Jg»
594 aloli 03 @b ggngaConfiguration and Verification sEIGRP

Wildcard Mask — Summarization — VLSM

ay. Wildcard Mask ¢soi a2 (55 a5 @3S o9y oy colillanl (58 1s (Ao alCCNA 200-301 Official Cert Guide, Volume 2 5o JiS)y5 »
Qa5 (53 a5 puiny 0895 ay gilegiagn gldiuma 3 S Volume 2 (ss a,!VIS)V\ glSummarization 93 (59 au s oyl IPVA ACLS 5 opw Juunds
. NESLY %5-‘-'"29 aw opw lgina $39390 al ol 5 ‘?5)‘]9_! logles ‘?s.*..',ﬂ 9 (S
1. Wildcard Mask
alsg 3l By 298 1P Address 5 3 2l a5 Router (SL; «ss asSubnet Mask 13 .5)IS S ACL Commands a; Cisco 10S sWildcard Mask
5935989 anly al sl Ay 5095 9l 5
1aclgd (wlwl 93 Wildcard Mask »
.5)S Compare Jgs (ssle ady aés 2,0 — Router L]
«8)S Ignore ady acs 31,255 — Router L]
Wildcard Masks yggin0
Wildcard Mask oass
0.0.0.255 9 Octet Ignore iwg)g
0.0.255.255 (59< Octets Ignore ogs (;iwg)9
0.255.255.255 (59< Octets Ignore (5)s (;iwg)9
Wildcard Maske)Ly Subnet s
‘o)l gloS Match s Subnet (sg. 2
Wildcard Mask = 255.255.255.255 — Subnet Mask

RIWT
Subnet Mask:
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255.255.255.0

Wildcard Mask:

0.0.0.255

uw Slag %,u.vié ACL oyLd192.168.1.0/24 5 g3
access-list | permit 192.168.1.0 0.0.0.255

595 Address Range Match (5)5:192.168.1.255 35 a23192.168.1.0 3 Is

Summarization

83 29@4n glgily 3 a%g3 ay Summary Route (ugl (592 2 Network Routes 91139< 92 sRoute Summarization L,Summarization
Route s 93 (g9 sby a8g5 ay Jlin > glgS 5!5:95. > Subnets 53 sSummaty Route (S ady; Wildcard Mask ay 1S 59 JiSp9 »
59 sail)g 03 as S Volume 2 (53 ay aypis ‘:,l:um_"r 9! Configuration yui.Summarization

. }JLo oslw pggdo s

192.168.0.0/24

192.168.1.0/24

192.168.2.0/24

192.168.3.0/24

(o slagly alueg ay Summary Route (gl (592 3 S clls cawlio ay Sab 93 1

. . . 192..168.0‘0/22

< alais gl ealw Routing Information o3 . Jgllasiu! Summary Route (s32 3 15 53 Routes 93 5 cban

ail)g 2 ai Routing Configuration puiu 2 (s al Volume 2 (5o JiSy9 3 153 oyl Liiilivg) 5 a9gaa 5 Summarization s Jlis atygy: asgaly

2

89k

VLSM

Ly Prefix Lengths calids o)LJ Subnets 9alido 5 S Network o9 ay (3 3 pgedo ass Subnetting sVLSM (Variable Length Subnet Mask)
525 JgylSSubnet Masks

159 39390 Subnets Jga Is (Sas o)L S (592 3 «J9s ay Jlio o

. 192.168.1.0/24

192.168.2.0/25

192.168.2.128/26

183 i ol g asg Prefix Lengthasls

/24

/25

/26

-$S JagVariable Length Subnet Mask asyg alol saan al

$9% a2y pudiy b Juad Jasus o9y 3 VISM US lginn 639390 a;CCNA 200-301 Official Cert Guide, Volume 2 (594 J)S)9 ot 0)d ango 93
S99 ab @b ey by adl s al o e al GbS s 9 1sgh (sl 8 @ aSgs ayTopic

.03 Wildcard Mask R £9990 (Juad glgs 55 ,T,:.n al Volume 2 (535

OSPF - Open Shortest Path First

ogo gzControl Plane s Router sOSPF . (A2 al oliS CCNA 5 .5 adl ‘_,J; alDynamic Routing Protocol sOSPF (Open Shortest Path First)
Routing Information o)Ll glglas g1 9lg< 83> iglgS aslial sRoutes .glg)9> s Routing Table s gl (59S IS L,S Router ja ay. OSPF sasProtocol
@l

S @S ajOSPF

5952y Routing Information epw s 92 al (5)¥ al gigalesy OSPF a. Routers syl OSPF Process Ju5 Router ja L,S Traditional Network a

55 6jls gl j9oIP Routing Table J.5 93 «59)IS cilaglon (59 awdlys 5 al OSPF s Router ;o
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OSPF Neighbor

$2S JILOSPF Neighbors .s9S alslis Routing Information opw Js 92 &l (55 al OSPF 5 ;> Routers ags
OSPF Neighbor o,..PE Router s Service Provider s Customer Edge (CE) Router S ¢afjzs 092 ay Sads MPLS 5 .a8g35 ay Jlis »
939> a5 OSPF Neighbor Relationship as&iuws opw CE Routers )95 al 93 «(s9;93Relationship

OSPF Area

-S1S JoylS a8gy ayBackbone Area sArea 0 (S (aljes ay OSPF s i (sdingAreas ay aSulOSPF
)18 @895 ay Super Backbone s MPLS PE Routers S <l (65 ay .aiis as 09g800SPF Super Backbone s S oafjzs (5)5515 ay MPLS VPN »
% &laS ady; Non-Backbone Area Ly Backbone Area s PE-CE Link gf «s9S

OSPF Hello Messages

.59,SHello Messages o)Ll 915l 5 Neighbor Relationship s gl glaijy s Neighbor sOSPF
:pley OSPF Hello S Jlio Debug s lsS »

: OSPF-1 HELLO Gi0/1I:

Send hello to 224.0.0.5 area 0

83 B9 Jagun

OSPF-1 — OSPF Process @

Gi0/1 — Interface @

Multicast Addresse)l ] OSPF Hello 5224.0.0.5 — o
Area 0 — OSPFArea ®

OSPF Configuration

(o Jled wls saily Interface ay OSPF (S Jlis Configuration ay oS »
. . : interface GigabitEthernet0/1/0

ip address 10.1.12.1 255.255.255.0

ip ospf 1 area Il

!

router ospf |

router-id 1.1.1.1

2243 Configuration s

ip ospf 1 area |1

5938 adyArea 11 s Interface gf (s9ll2dOSPF Process 1 (sasly Interface ay
. router ospf |

-$y451s asOSPF Process 1 Configuration s

router-id 1.1.1.1

-S17OSPF Router ID o)L Router »

Control Planeg!OSPF

«s9lp wlogles Routing Table s a895 ay Control Plane s. OSPF o3 aiyl Routing Table o)L/Data Plane s Router s
OSPF

l

Routing Information

!

IP Routing Table

l

Data Plane

l

Packet Forwarding
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«s9yRouter Packet «s9 s 039390 Route aswlis o)Ll Destination s Packet s < Routing Table a<

59 s (S CCNA o OSPF
13 Is auslan ago aig)l OSPF 3 yaw opw Igias al LIS (59 JSyg o
OSPF Routing Protocol
OSPF Neighbor Relationship e
OSPF Hello Messages  ®
OSPFArea o
Area 0 / Backbone Area  ®
OSPF RouterID o
OSPF Process  ®
OSPF Super Backbone  ©
PE-CE OSPF Relationship  ®
Routing TablegtOSPF
3 95 (S aupis S gilegiags gludly ay OSPF (S adyy (53 a;CCNA 200-301 Official Cert Guide, Volume 2 (5o J)S)9 5 (o liw: aigaly

03 (598 Jamdl ad% Jlis 9390 al Gl 5 sjlg, Configuration asgy o3 tanis S Juad Configuration (;agac 11, OSPF

OSPF Configuration

IP a5 Router S Jlis s3 ay .03 (!> aigas OSPF Configuration s . /As aJCCNA 200-301 Official Cert Guide, Volume 2 (soé JyS)9
-Sypaalans Router 1D gl (5,08 JSIsArea «(sydled S Interface ayOSPE (5028 J9S)9Address

OSPF Configuration

Ri(config)# interface GigabitEthernet0/0
RI(config-if)# ip address 10.1.1.1 255.255.255.0
R1(config-if)# ip ospf | area 11

R1(config-if)# exit

Ri(config)# interface GigabitEthernet0/1/0
R1(config-if)# ip address 10.1.12.1 255.255.255.0
RI(config-if)# ip ospf | area I1

RI(config-if)# exit

Ri(config)# router ospf |
RI(config-router)# router-id 1.1.1.1

Lies Commands s

interface GigabitEthernet0/0

Spdals as Interface JS|5 Router s

. ip address IO.I.I.I. 255.255.255.0

.Sl Subnet Mask gl 1Pv4 Address asinterface

) ip ospf 1 area 11
5938 adpArea 11 s Interface gf (s9lledOSPF Process 1 (sasly Interface ay
X router ospf |

-s151s asOSPF Process | Configuration Mode s
~ router-id 1.1.1.1
.L“,SL;, Router 1D &L OSPF »

Configurationoslw gi9 Routerggs »
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RI

R1(config)# interface GigabitEthernet0/0
RI(config-if)# ip address 10.1.1.1 255.255.255.0
R1(config-if)# ip ospf | area 11

RI(config-if)# exit

R1(config)# router ospf |

R1(config-router)# router-id 1.1.1.1

R2

R2(config)# interface GigabitEthernet0/0
R2(config-if)# ip address 10.1.1.2 255.255.255.0
R2(config-if)# ip ospf | area 11

R2(config-if)# exit

R2(config)# router ospf |
R2(config-router)# router-id 2.2.2.2
595 IS o)L 9loS 6jls ol 9lg)9n 5 Routing Table s gf o5 adys Control Plane s (S Router ayOSPF . As al gigllin OSPF 5 LIS »

ACL — Access Control List

Gusly gy 95leglen 9)%515 5 Packet 5. ACL o5 aluwg oguTraffic Filtering s o)Ll Network Devices g)95 Ly Router sACL (Access Control List)
> Packet Flow s ;S Router ayACL (s al LS 5 g 55 (Deny) sgaidas as ol i J)Syg (Permit) sjlal sl as Packet (3 (59 o)Su
S90S o)l Joyas

fessS IS aCu8ACL

-sgadiuo Action gl laylpi 9lgS Match s Traffic 5 3 o3 @S 092 ACL 5 ACE o5 .59 0y9> ad3 9u)SACE (Access Control Entry) o3 sACL
. ‘@lais ;agac ACL 5

Packet

l

ACL Statement |

|

Match?

| |
Yes No

L

Permit/Deny Statement 2

|

Match?
598 ai Statements (s)giRouter & Match oy Statement sz al Packet 3 alS .5)o% opw catys ay ailapy ad3 asyg; al Statements sACL
’ <3S JasFirst-Match Logic a3 css
DenyglPermit
iy Actions Jual ogs atwgyg Match sACL
S8 J9S)9 ojlal aspermit —> Packet o
S yydeny — Packet  ®
S8 Y S by ay (i ai Match opw Configured Statement Sua al Packet aS i2a .59 s939olmplicit Deny All o, S sl ay ACL >
’ 9% ¥galyjy9Explicit Permit Statem;:nt sy ojlal Traffic Joa j99 9,19 aS «alol (s2an al

access-list | permit any

asglys 1Pv4 ACL »
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:%52.:;5 Jiug 999 lies gago 993 ay 1Pv4 ACLs - al olsS s
| ,‘Standard ACL
«9S Packet Match (bl y,Source IP Address s (sjlg.Standard ACL
:Jlo
access-list | permit 10.1.1.0 0.0.0.255
2. Extended ACL
1as] (Gl s¥gS Match wlagles yu3 alsy ay Standard ACL sExtended ACL
Protocol @
Source IP Address
Destination 1P Address e
Source Port @
Destination Port @
:Jlo

access-list 101 permit tcp host 10.1.1.1 10.1.2.0 0.0.0.255 eq www

Named ACLgINumbered

($9S Jigg @ Ao al Number Ly o935 sACLs
' Numbered ACL

S S Jaijay alawg ay Number sACL

:oyL Standard Numbered ACL »

1-99

1300—1999

:0yLJ Extended Numbered ACL »

100—199

2000—2699

Named ACL

S Jaifa sy¥ al Name s 13 5 Number sACL
:a8g5 ay Jlio 5

ip access-list standard MY_ACL

H

ip access-list extended MY_ACL

Jollad S Interface ajACL

oW Jled as csaily Interface cuwlio ay a0y ¢s9S Filter s Traffic Sy ag 9lg)en 3 (sjlgsACL
. ‘o)L Interface s

ip access-group {number | name}{in | out}

Jlis

interface Serial0

ip access-group 101 in

B9 Jled Sinbound Direction ay SerialO Interface s ACL 101 asls

Outboundglinbound

Inbound ACL:

‘Sydadas sy ACL cliwg)g gaiddls al as Router ¢s)d al Interface sPacket
Outbound ACL:

Spladas sy ACL Jlgo 5 olag s sy al Interface s Ly .s9SRouter Packet Route
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Wildcard Mask

.59,SWildcard Mask o)L 9lgS Match 5 1P Address sACL
:@lais ng9ac Wildcard Mask »

o Match s,y ady 150 — .

(58 Ignore adyy 13255 —> °
895 ay Jlio 5
192.168.1.0 0.0.0.255
.595192.168.1.0 Subnet Addresses Match s Is

ACL Verification

1oyl olsS s IPv4 ACLs »

show ip access-lists

¥

show access-lists

o g @n cilagles giglgs ACL g)55 3 Ki3y5 IPV4 sshow access-lists gl b <loglaa [Pv4 ACLs sshow ip access-lists
oyl gliS 5 ACL y, Interface o

show ip interface

.3 Jled S Direction o9 ay gl ACL 298 (saily Interface ay > i Command [

Jlo oslw ACL »

R1(config)# access-list 1 permit 10.1.1.1

RI(config)# interface Serial0/0/1

RI(config-if)# ip access-group | in

«$ylled Sinbound Direction ay Serialo/0/1 Interface s ACL gl (599 ojlal as10.1.1.1 Source IP Address s ACL | (S Configuration (s ay

alyly o

- IPV4 (59 o)< pudeny Lipermit s Ly of (s9< Match cilagles Packet s. ACL (s42)1S oyLif Jg,33S > Network Traffic sACL (Access Control List)
Ao alFirst-Match Logic s. ACL & slaS Configuration ai; a;Named LNumbered s of 5.8 Jéiyg giglgsExtended olStandard a,ACLs
. «Sydlas sppImplicit Deny & as Match opw Statement Sus al Packet aS of (55< 518

NAT — Network Address Translation

Translation AusysPublic/Globally Routable IP Address gIPrivate IP Address s > s3> pju5lSs aoaNAT (Network Address Translation)
r—at Y 9 o 83 PR
iy aSyyl opw Internet al i s¥< «( syl Private IP Addresses > Hosts aga (58 al NAT 5 .59S opuys

S JoslS (JoNAT

59! sz Internet » Private Addresses aca L. NAT (5.8 Jg)IS S 9%us JBls ay Private IP Addresses alal al ciyagana 5 IPv4 Address Space »
’ .59}y Public/Registered Addresses ay Jlgo jy &5 5

Jlis

Private Network

10.1.1.1

[
| NAT

l

Public Address
200.1.1.1
|

l
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Internet

NAT Destination . ,Al) asy Reply > alS .cs9la; Packet Source IP Address sNAT . A9 a5 Internet a3l (Sui J3ls al Packet 3 al$
~ 59yl :\:..Address Sl :\:.).:..,Ad‘dress

obllanl ags NAT »

Inside Local

5928 Jzglnside Local Address s Private IP Address Juol Host Jals »

Jlis

10.1.1.1

Inside Global

5928 Jhinside Global Address .59IS o)L cogiyjlawl s Inside Host s oz NAT (> Public/Registered IP Address ass
' z {Jlis

200.1.1.1

oS Jlo gy S s

Inside Local: 10.1.1.1

Inside Global: 200.1.1.1

Outside Local

5928 J290utside Local as Outside Host Address s syglaal al (Sabs J51s 5 NAT »

’ Outside Global

-5 Jz9Outside Global as/Globally Routable Address (,2lg Outside Host

aiglgs ago NAT »

(83 (S eg)a.u."v 5\."9]9.;.4;@.9 ¢ NAT » US ol a

I..Sta.tic NAT

-59;9>0ne-to-One Mapping Aus)5 Inside Global Address gl Inside Local sStatic NAT
Jbo

10.1.1.1 <> 200.1.1.1

10.1.1.2 <> 200.1.1.2

S 03> a5 alal al Timeout » S NAT Table aStatic Mapping

. 2. Dynamic NAT

- J31 Address as3Pool g, al Public IP Addresses > o)LJ Private Addresses sDynamic NAT
Jbo

Private:

10.1.1.1

10.1.1.2

NAT Pool:

200.1.1.1

200.1.1.2

-$golaidl asyg Public Address 33390 92 ad3 Pool sRouter «5)S axlgs Inside Host Traffic 3 alS

3. NAT Overload’/ PAT

al Public IP Address 092 > > $95)9 &jla! as Inside Hosts calido 93 «(5y$ Jug azjg @nPAT (Port Address Translation) >NAT Overload
’ gu.u:ug asyl y¥

S Jaify s 5y al Public IP Address o9 s Connections calidn 93 95 «59)1S anPort Numbers &35 IP Address sPAT

Jlis

|O.I.I.I:497I2—|
|—zoo.|.|.249 Internet
IO.I.I.2:4+‘)7I3_I
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S8 ¥s (558 al Port Numbers s Inside Hosts/Connections calids (S edls (53 ay

Commandspago ‘;,S NAT Configuration

a%q3 ay Inside sinterface
interface GigabitEthernet0/0

ip nat inside

a%g3 ay Outside slnterface
interface Serial0/0/0

ip nat outside

03 abdy Sab Outside 5 29S gl Inside s NAT » Interface pgS (53 (s9adius asip nat outside Commands Router glip natinside s
' ~ Static NAT
ip nat inside source static 10.1.1.1 200.1.1.1

599> Static One-to-One Mapping Aioy5200.1.1.1 gl10.1.1.1 s Is

Dynamic NAT

2595 oalatiuwl ad3 NAT Pool gl ACL sDynamic NAT

ip nat inside source list | pool fred

.03 aiyyw Inside Global Addresses spool fred gf ‘g.,u NAT a1, Inside Local Addresses pgS o b ACL asls

. PAT

Jlo ol 5

ip nat inside source list | interface Serial0/0/0 overload

.83 ago oyl glglled PAT soverload asls

NAT Verification

i0)Ld glsS 5 NAT Translation Table s
show ip nat translations
R1(config)# interface GigabitEthernet0/0
R1(config-if)# ip address 192.168.1.1 255.255.255.0
R1(config-if)# ip nat inside
R1(config-if)# no shutdown
R1(config-if)# exit

R1(config)# interface GigabitEthemet0/|

R1(config-if)# ip address 200.1.1.1 255.255.255.252

R1(config-if)# ip nat outside

R1(config-if)# no shutdown

R1(config-if)# exit

R1(config)# access-list | permit 192.168.1.0 0.0.0.255

R1(config)# ip nat inside source list | interface GigabitEthernet0/1 overload

HSRP - Hot Standby Router Protocol

o2 959 ojlal a5 Routers wlyj Ly oga. HSRP 55 add 15 aJFHRP (First Hop Redundancy Protocol) sHSRP (Hot Standby Router Protocol)
as 1598 jlassl a5 asStandby s Router Jy gf (598 1S afg5 asActive s Router gy .(5)S aSy i oxssDefault Gateway s US Subnet o9y ay
.31 oa3s Default Gateway sStandby Router & alSLActive Router

1.9 IS aL:8HSRP

Virtual IP laas (Sl . IP Address Juol Router s a8g5 ay Default Gateway Ji3 ». Hosts (5992 Virtual IP Address g o)L Hosts sHSRP
.59, SAddress
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Jlis
LAN
|
|
RI R2
10.1.1.9 10.1.1.129
Active Standby
| ]
| |
Virtual 1P
10.1.1.1
Clients
Host Default Gateway:s
10.1.1.1
.s9lay « Default Gateway J Hosts of . JAI Jg, HSRP Active Router sR2 . ,& plSLRI as
esbaillanl agoHSRP
ot Lo
Active Router $9S oy oais Jual Gateway » Jlga (ol
Standby Router (oS jllauil o)L takeover s (S g ay (,olSL 5 Active Router s
Virtual IP Address 9IS 85 ay Default Gateway (,» Hosts > IP ads
Virtual MAC Address HSRP Virtual MAC Address
HSRP Group e J2 92 S HSRP Routers (> Group ags
Priority iyl S39a1)18 oyl wlAssl s Active Router s
HSRP Priority
(oS Jlis ay WS 3 .58 JSUs Active Router s alPriority s S HSRP ay
RI Priority = 110
R2 Priority = 100
.03 HSRP Default Priority 100 s .cs,,$ R2 Standby glActive alal al Priority ;5! s Rl g5
o
HSRP Configuration Example
«s9lLassw! Virtual 1P 10.1.1.1 gIGroup 1 s Routers s)lgs ;S Configuration Example wlsS »
Rl — Active Router

Ri(config)# interface GigabitEthernet0/0
RI(config-if)# ip address 10.1.1.9 255.255.255.0
R1(config-if)# standby version 2

R1(config-if)# standby 1 ip 10.1.1.1

R1(config-if)# standby 1 priority 110

R1(config-if)# standby | name HSRP-group-for-book
R2 — Standby Router

R2(config)# interface GigabitEthernet0/0
R2(config-if)# ip address 10.1.1.129 255.255.255.0
R2(config-if)# standby version 2

R2(config-if)# standby 1 ip 10.1.1.1

R2(config-if)# standby | name HSRP-group-for-book
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a3y; aags Configuration s
standby 1 ip 10.1.1.1
5918 a%95 ay Default Gateway » 1P Address Hosts laas . SLy Virtual [P Address 10.1.1.1 o)Ll HSRP Group 1 5 1s
standby 1 priority 110
-8 Priority ;g oyl Active Router sR1 .5yl R2 Default Priority 100 ;> a$3 .(s9%g Priority 110 asR1
standby version 2 :

55 Jlaeiw! Version gli g5 HSRP » ayLy Routers Jgs HSRP Group ogs 5 .(s91ledHSRP Version 2

HSRP Verification

Zo)EJ Status auJ HSRP »
RI4# show standby brief
o)l g3loglas iy s
R1# show standby
VerificationJLis »

R1# show standby brief

Interface Grp Pri P State Active Standby Virtual IP
Gi0/0 1 110 Active local 10.1.1.129 10.1.1.1

.03 Virtual IP 10.1.1.1 gl «ssR2 Standby .ssActive azlsRI

HSRP Failover
(o pISL RI a$
RI1 = Active X

!

R2 = Standby

l

R2 = Active
Virtual [P:azlan o o Hosts of J51 Jg; Active aR2
10.1.1.1

.89)1S a8g35 ay Default Gateway »

IPvé — Internet Protocol Version 6

al S 5 .03 g aslisly o)lif Js 5 cuyagano 5 Address Space s 1PV 5 3 03 adws anyuls JgSg39)y IP sIPv6 (Intemet Protocol Version 6)
3 89l o alol (5200 al IPV6 Address Space 5 .59,1$32-bit Address » IPv4 > S JIs s ay «(39;1$128-bit Address sIPve (Ao
5> pgo aiglgy 1Pvé Address s of Prefix Configuration/Verification glAddressing > o)LJ IPv6 5 (.S CCNA 200-301 ay

ays IPv6 Address »

(S M aluwg ay it 3 9l (sS S8 abawg ay gi9aacHexadecimal s1Pvé Address
. Jlis
2001:DB8:ACAD:1::1/64

ails

2001:DB8:ACAD:|

:9l .03 adyy Network Prefix s

2l

b adyy Interface/Host »

.83 1Pv6 Prefix Length s/64
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Address Typesago IPv6 5

‘s> aga IPv6 Address Types (sasd) ;Ao al CCNA Exam Topics 5 liS »

. 1. Global Unicast

«$3)1S o)Ld Global Network Communication s ;> s> Address ass [Pv6 sGlobal Unicast Address

' Jlis

2001:DB8:ACAD:1::10/64

2. Unique Local

-89 ai Routable o)LJ Global Internet » gl (5.8 Jo)IS o5l 9<is/Local Jals sUnique Local Address

3. Link-Local

4218 oyl bolisyl 3 aiss Local Link egy slink-Local Address

() uwls Link-Local 1Pv6 Address S Jlia Linux ay oS »

fe80::e5b8:f355:636a:b2a4/64

9% Jaganlink = Scope gl
. 4. Anycast

Sy a5 Interface (s3,5/cawlin 1y al Interfaces 9<ig)l Address asyg a Packet (i s1ayS )3 opw Interfaces o3 sAnycast Address
. 5. Multicast

-S)1S o)Lyl Interfaces Ly Hosts 93 sMulticast Address

6. Modified EUI-64

525 J9ylS o)Ll 5lg 9 IPV6 Interface ID 5 cuwiy y Interface MAC Address 5 3 53 39320 asaModified EUI-64
83 adyp cqingo IPV6 Addressing s CCNA 200-301 > Address Types Jg3 Is

1Pv6 Prefix

«59,SPrefix Length o)LJ glgagles 3y > Network sIPvé
. Jlis
2001:DB8:ACAD:1::10/64

asls

/64

.s> Prefix Length »

:Jlio Subnet Mask s S IPvé4 ay
255.255.255.0

i8S Jagr owls Prefix Length logac &S IPvb ay 95
/64

IPv6 Configuration Example

iyl IPv6 Address Configuration » (< Cisco Router ay
R1(config)# ipvé unicast-routing .
Ri(config)# interface GigabitEthernet0/0
R1(config-if)# ipv6 address 2001:DB8:ACAD: |::1/64
R1(config-if)# no shutdown
:Jlis glgS yadius Link-Local Address »
R1(config)# interface GigabitEthernet0/0
R1(config-if)# ipv6 address FE80::1 link-local
i slaS wls Interface Configuration »
R1(config)# ir;terface GigabitEthernet0/0
R1(config-if)# ipv6 address 2001:DB8:ACAD: 1::1/64
R1(config-if)# ipv6 address FE80::1 link-local
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R1(config-if)}# no shutdown

1Pv6 Verification

ioyLd glsS 5 IPv6 Interface Address s
R1# show ipvé interface brief

:0yLJ IPv6 Routing Table »

R1# show ipvé route

‘o)Ll gslaglen 1PV6 iy Interface s
RI4# show ipvé interface

S a3y ay IPV6 5 o)Lt CCNA 5 .55l Address Space (sg! yps alsyy a-bit Addressing 32 5 IPv4 5 (> s J9S939),-bit Addressing 128 sIPvée
.63 wlegngs ago Modified EUI-64 giMulticast .Anycast .Link-Local .Unique Local .Global Unicast .Prefix .IPvé Address

Wide Area Network (WAN)

¥9S. WAN (sgliss opw Network Sites gfLANs calidns (S anuw asdly ay ogly (wLdh2s 5 > s Network azaWAN (Wide Area Network)
S Jiog ope Sl axS ag p 5 3 9l 9igaleam 1gigially i)l 3

:Jlin

LAN — Router — WAN — Router — LAN

Jos oslw ay
Office A Office B
LAN LAN
[
Switch Switch
(N
Router WAN Router
TS JoylS SlgWAN
Network opw Js 9 o2 %9 Lyl ol (sl curedgo uS Anw ,r,__rl_nn.oi)sz_\ asly; o9y ay Network Sites calido o ;“s.z.z»)ls wdg aeaWAN
-&ylgCommunication
a095 LAN gIWAN
Ls&s1d LAN WAN

P95 pin Local Area Network  Wide Area Network
aslw 639330 adly
Jlis  Networkyids gy 5 aigyids gig)lus galida »

Jlas! Switch/Router ~ WAN LinksgIRouter

ban Jolaslocal Devices Joluius Sites calsda

WAN Connection

SIS oyl bolusyl > Sunys Network Sites galiao sRouters logac US WAN ay
PCs

|

Switch

l

Router

l

WAN Link

l

Router
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!
Switch
!
PCs
595 Forward asg Packetiioys gSuis galidos sRouter
WAN Configuration Example
:Jlis oalw WAN Link s Ausy5 Routers ggs »
RI R2
I
G0/1 GO/1
I
10.0.0.1 —-———- 10.0.0.2
WAN Network

R1 Configuration

Ri(config)# interface GigabitEthernet0/1
R1(config-if)# ip address 10.0.0.1 255.255.255.252
Ri(config-if)# no shutdown

R2 Configuration

R2(config)# interface GigabitEthernet0/1
R2(config-if)# ip address 10.0.0.2 255.255.255.252
R2(config-if)# no shutdown

Connectivity Test

A3 RI

RI# ping 10.0.0.2

:aAi R2 o

R2# ping 10.0.0.1

03 63939 1P Connectivity Siays Routers g)lgs 5 (& by Ping as

Routing‘;,SWAN

G IS 03) 9y ylo (s33Y ay. Routes (g9 ISy an Networks Routes 995 3 asRouter .sglusg opw Networks <lyj ad3 gg9s al WAN (> alS
) . Static l;outing
L
Dynamic Routing
Jlis

Router 2 = LAN 2
|

Routing Table

LAN | = Router | WAN

o Jotwlg a3 (5)¥ ;298 ALy Packet (3 S1s gwlw! 5y Routing Table sRouter
&uoy5 Networks galsds s aS3 syl Jg) ngo S cuingd ay WAN a. Router (sgliss opw Sites Ly Networks calids oo rlidlhes Ay sSWAN
. . 89S Forwa;‘d aigPacket

HDLC & PPP

o J)S)9 3 az 95 s> Protocols ags xig)l gsllo Ll Point-to-Point s WAN s PPP gfHDLC Ao alCCNA 200-301 Volume 2 (59 JyS)9 >
595 pidls (o Al 3 pSaly ilaglen ada (sjlos atls ay oj 93 tsoi (s2il)g (s @ aigllia Configuration pudy PPP gfHDLC 5 (SVolume 2
59 39390 S Qi ay 3 oS> wdg ada (sjlgs ay Configuration ol

HDLC — High-Level Data Link Control

S48 JglS o)l gallolusyl Point-to-Point WAN s ;> s> Protocol g.Data Link Layer sHDLC (High-Level Data Link Control)
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S adais Jlass! Data Frames s jw 3 WAN Link s (3 03 I3 6233 HDLC 5
Router RI

|
| HDLC

Router R2

PPP — Point-to-Point Protocol

.¢> Data Link Protocol (,Si9a4)IS o)LJ Point-to-Point WAN Links sPPP (Point-to-Point Protocol)
s 5o Aly, oylul 93L1Sal 995 gl Authentication s alsyy a; HDLC sPPP
Router RI

|
| PPP

|
Router R2

PPP Authentication
‘g A3l ags o)Ll Authentication 5 SPPP
PAP — Password Authentication Protocol .
CHAP — Challenge Handshake Authentication Protocol e
«5)S Peer Authenticate J5 (S 5)9! Jslda ay Point-to-Point Link 5 ;& sdgS Router syl al (53 2

PPPoE & MLPPP
PPPoE — PPP over Ethernet

«sollassl yw py S Ethernet s JgSg9,0 PPP sPPPOE (Point-to-Point Protocol over Ethernet)
:Jos oalw a
Ethernet

l

PPPOE

!

PPP
-sydlamtiuwl (5)¥ al Ethernet-based Access Network s PPP Features 3 (3 ago <idg aes Jgs (55515 ayPPPoE

MLPPP — Multilink PPP

g9llaoiwl a895 ay Ll Logical/Multilink o9, s Physical Links g3 > o5 L8515 asa PPP sMLPPP (Multilink Point-to-Point Protocol)

I Link 1 ]
RI I I R2

| |
!

MLPPP Bundle

Link 2

Sp19>Multilink Bundle 9. opw 9198 51892 ay Links 93 5 Luey

32395 34 Protocols gygl3 »

Protocol 295 gy £9eas ol
HDLC High-Level Data Link Control Point-to-Point WAN Data Link
PPP Point-to-Point Protocol Point-to-Point WAN Protocol
PPPoE PPP over Ethernet s yz Ethernet sPPP
MLPPP Multilink PPP a%95 a Logical Link gy 5 PPP Links 93
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asgaly angs

(s3> as Cisco Configuration Examples g4y MLPPP gIPPPOE (PPP (HDLC 5 (S Igins 039390 a,CCNA 200-301 Volume 2 (594 JjSj9 o (ol
» S,:n al LS (59 JgSp9 2 ¢jlgae 3 ‘X_,.wb.w 93 ogolyjyg @ Conﬁgurat;on Commands jg; ad3 1S al asls o) alsl saas al .59 ‘.?9.\.?[29
o Slehs Sl

Circuit Switching — Packet Switching — MPLS — Metro Ethernet —
Broadband

5> cilaglen a3 .5y glys o 5y AIWAN Architecture s legings [s As alCCNA 200-301 Official Cert Guide, Volume 2 (s5i J)Sy9 »
(53 (59 Jamdl ad3 fgias al QLS sans

1. Circuit Switching

atlas S obys ay blyl s of sy 93Dedicated Path/Circuit (adis g1 S3o al Sas o)ld Lyl s 3 o3 adyybo aesCircuit Switching

' . l X S Jg,SCircuit

aigllin 9598ud TDM 5 liS Lsa JayylS a%g5 ay Access Links s WAN s ailbolayl 13 ay 9595/ TDM/Serial US 52j9lliSs guilgdy ay WAN
9L T1, T3, El, E3

ygas oalw

Rl = Dedicated Circuit———————— R2

SpS asdial) cu/opl (5518 o)Ll Lyl s 3 5 15 a9gan aga Circuit Switching »
2. Packet Switching

5918 wlagles Network s oyLyf Jlasil s Packet ja s Network gf 528 JévgPackets ay Data SPacket Switching
:JI;"..aQIP Routing » oS »

Rl — R2 — R3 —> R4

598 opSyyy Jlauil Siglsly s Packet s wlw! yy Routing Table J3 of Destination IP Address s Packet » Router )
.58 Forward as Router J; ad3 Router ogs alPacket

295 Packet Switching glCircuit

Ls&Sl8 Circuit Switching Packet Switching

byl Dedicated Circuit Packets

0¥ Circuites Sil5 wlw! 5 Routing » Network »

Jlis TDM/Serial WAN IP Network

Forwarding Circuit-oriented Packet-oriented

3. MPLS — Multiprotocol Label Switching

5 .59)9>1P-based WAN Service &unys gilyyidus 3 5y Service Provider > o> WAN Technology sMPLS (Multiprotocol Label Switching)
S8 Jg)ISMPLS labels 15 5 Destin.ation IP Address s o)LJ Packet Forwarding s a.ssMPLS Network

CE (Customer Edge):

s9 Router logac S Site ay Customer »

. PE (Provider Edge):

.$9 Router < Edge ay Network s Service Provider »

. MPLS VPN

ad3 Customers g,95 al Routes gf Customer Traffic o 3 93 .(5)Sg oslatwl a3 MPLS Network ogs s Customers g3 &2 95599 &jlaIMPLS VPN
‘o Jolwg A

Customer A=
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VPN I_ MPLS Network

Customer B —

595 silyglayer 3 Service o)LJ Customer sMPLS VPN

MPLS Configuration

MPLS 5 oIS 1598 J)Sy9 s3 @ Cisco Configuration Example gy MPLS 5 (S ady Customer-side ay oliS s o)Ll gging0 @3 3! pago
.p95Lsj)9 a Configuration Command ,g; ad3 olsS al g5 .59S e:v).w.v @s8la0 QoS glRouting VPN .CE/PE .Architecture

4. Metro Ethernet

-s9Sy9layer 2 Ethemnet Service > as Customer 3 s> Jgo 92 WAN Service sMetro Ethernet (MetroE)
a. Service Provider (s iling (5, alEthemet Access Link s opw Service Provider Device » Customer Device S Network a; MetroE »
.59S Forward as Site J; a3 Site ogy aJCu';'tomer Ethernet Frames

Cuingd oslw

R — Ethernet—]

R2 — Ethernet —I
R3 — Ethernet —|— Metro Ethernet WAN

R4 — Ethernet —
.59l opw Sites Jo3 oEthemnet Switch augl ogy as! 5yl wls Tuyjas olas al Customer sMetro Ethernet

Metro Ethemet Access Link
5928 Jz9Ethemet Access Link asg S clls a Ethemnet s g «(5,2$ JugAccess Link as Sud ($230 Suays Service Provider glCustomer
«$32)1S an MlanUNI (User Network Interface) o)L Lolus)l (53

Metro Ethernet Service Types

Service pg3 auf Topology
Ethernet Line Service E-Line Point-to-Point
Ethernet LAN Service E-LAN Full Mesh

Ethernet Tree Service E-Tree Hub-and-Spoke / Partial Mesh / Point-to-Multipoint

E-Line

RI MetroE R2

.59S alslys Ethernet Frames opw Ju 92 Customer Devices ogs Siloz
E-LAN

RI

/\

R2 R3
\/

R4

«8)S alals Ethernet Frames a8tus opw Jr 92 al & ¥9S Devices Jg3
E-Tree

RI

/\

R2 R3

[
Leaf Leaf

s @ blo)l asdsus opw Js 9 al Leaf Sites 93 .5y bolus)f opw Leaf Sites alRoot Site

Metro Ethernet Configuration

3 o)LJIE-Line/E-LAN/E-Tree 5 S lgian ay oliS 5 (5448 a5 (59! al Customer s Configuration J5ls Metro Ethernet Service Provider »
) éervice Provider WAN Service s MetroE as5 «sgé JSy9 3 as Cisco Configuration MCustomer—side
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5. Broadband

Broadband/Internet Access aga (5o al WAN Architecture s ol3S 3 (5,28 Jg)IS oyl 52j5IliS5 Internet Access cucpw )5l sBroadband
' 1@ 1 Sjellss

DSL e

Cable Intemet  ©

4G/5G Wireless o

Fiber Ethemnet o

DSL — Digital Subscriber Line

5! Telephone Voice 5 i s¥5S. DSL (528 J9)IS oyl Jlasil Data cuep j5l 5 91 (59 Telephone Copper Local Loop 233390 Telco sDSL
$)S Jlaciw! Telephone Line atlas o)LiDigital Data
PC

|
DSL Modem

Telephone Line

[
DSLAM

|
ISP Router

Internet
Voice s Voice g a5 Data Router ¢s9<$ ¥ Data Signals gf Voice s S Central Office a; Telco sDSLAM (DSL Access Multiplexer)
.$giw! a3 (s)g!Switch/PSTN

Cable Internet

.$9S oslanwl aAXCATV (Cable TV) Coaxial Cabling sCable Internet
PC

|
Cable Modem

|
CATV Cable

[
Cable Company

Router

Internet

-89 039! alsyy e Upstream s Downstream Speed e «sy/Asymmetric Speeds logac @s Cable Internet .8 ay DSL 5

4G/5G Wireless

599> ol opw Mobile Tower a ()Y alRadio Waves sWireless WAN
Laptop / Phone / Router

|
4G / 5G

Mobile Tower

|
Mobile Provider
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Internet
ayG Wireless Card &4 s a5 Router & s¥9S as. Enterprise (55 wlsillanl ago Wireless Internet Access 3G 5 gILTE (G4 3G Ao al OIS s
«$)S Jlaiuw! Internet Access Jga aés opw glguas

Fiber Ethemnet Intemet
19 oyl 9991319 93491 5 alsyy ay Cable of Copper DSL » logac Fiber‘?,‘;.n al QS 5,598 ealaiw! adAFiber-Optic Cabling sFiber Internet
598 s2ilyg aluwg asEthemet Protocols over Fiber s Fiber Internet (318 ISP a8 .59S (sail)g cucpuw

Router

|
Fiber

|
ISP

Internet

alsy, o3iJBroadband

Technology Medium Devicepgo
DSL Telephone Copper DSL Modem / DSLAM
Cable Intemnet CATV Cable Cable Modem

4G/5G  Radio/Wireless Mobile Tower / Wireless Router

Fiber Ethernet Fiber Optic Fiber/Ethernet Equipment

asgsly angs

5 .¢595 2z iz Concepts gfWAN Architecture oyilyj oliS (S g3leginga (sa ay Broadband gfMetro Ethemet .MPLS .Circuit Switching »
wld al ;o Grllas glgnl s SIS 5 g5 19l J)Syg 2 @ Cisco CLI Configuration puiy a3)l al Customer s o)Ll Metro Ethernet gIMPLS

.$)S adlial (53 asConfiguration Commands

VPN — Virtual Private Network

Sobin opw Jgo wls ay 5y al dntemet asl . Networkesolls ogy » Devices ogs (53 03 ($j9IliSs il a2aVPN (Virtual Private Network)
595 )IS pw yy Intemnet ple 5 93 ws9ply S9LBsls Lol (saigd 5 13 ay Private WAN s, VPN & Jlassl Jgs saigd ay Data (>

gasagﬁeblg,ng.oVPNa

(1S o)Lyl 99LinySils ial saidd SVPN

59 @ j9 gliwgl 3 Data oylyl uS (5)8&u0 5 gl 3lw cupopno Data sConfidentiality (Privacy) — @
s> Device jlao (Sigyd VPN Packet s 3 s9oglecAuthentication — @

a5 aS 5o alay Jlga jy JlEl 5 Data.,?,;f SoaglesData Integrity —  ®

(ot ado Jlaoiwl Ly s Pack.et sies ogy sAnti-Replay —  ®

VPN Tunnel

$9)93VPN Tunnel g, usy5 Edge Devices ggs 3 LagacVPN
Office A Office B

LAN LAN

[

RI FWI

Secure VPN Tunnel

|
Internet

&uo ay Internet s Packet S8 aS alsl sann al .s9< Original IP Packet Encrypt ol (s95Lyj9 Headers (gLl as IP Packet Juol VPN Devices
iyl B @i lgans Original Data s «5)S awdlys S
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Site-to-Site VPN

(é).y)‘S o)l,‘d .‘aL»."v)I VPN » é.m):r Sites 993 2Site-to-Site VPN
:Jlo
Office A Office B

Router A ===== Internet ===== Router B
VPN Tunnel

-asdo Loyl glg)gn VPN s a5 PCjs b (S bolus)l (558 o VPN Tunnel og; > Devices Jg3 Site ) 5 ‘X_,S VPN Jgs s> oy
IPsec Site-to-Site VPN

Data .Authentication .Confidentiality s o, VPN s. IPsec (55 Architecture/Framework g, Security Services s o)L 1P Networks s1Psec
«$9xle s9lusSil5 Anti-Replay gfintegrity

i85S Joyl$ s159,GRE Tunnel + 1Psec &_,5 Jlio ay obsS 5

RI R2

GRE Tunnel + IPsec

Internet

«S9ply Security o)L Data (Sigayyas s (58 al Tunnel s IPsec gl (598 aslisl) aggdn Tunnel sGRE

Remote Access VPN

. Jwog as Enterprise Network )8 al VPN Connection J,3 5 .PC asl . Individual Devicegs > 1S wdg asnRemote Access VPN
Laptop
[

Internet

|
VPN Firewall

|
Enterprise Network

-59;9> VPN Connection ald User Device g ;SRemote Access VPN« uSc); Site-to-Site VPN »

TLS Remote Access VPN

.59 oalaiwl aAATLS (Transport Layer Security) ol cdg psRemote Access VPNs
¥ al Tunnel s «59)9> VPN Tunnel aluwg ay TLS 3 of (& (slagS cuas S PC aCisco AnyConnect Secure Mobility Client . As al lsS »
% laS Traffic Encrypt Jgo PC s

Remote Access VPNgISite-to-Site

L8518 Site-to-Site VPN Remote Access VPN
Typical Security Protocol IPsec TS
Devices Devices I Deviceg,

Connection Permanenfl.ag.u On-Demanding.e.z

JLs Office < Office Laptop <> Enterprise

VPN Configuration Example

Jr$s9 63 @ Jlis Cisco 1Psec/GRE VPN CLI Configuration pui > S ady VPN s> a,CCNA 200-301 Volume 2 (59 JyS)9 > wlinw? pgo
Configuration ;g a33 L3S al o) 95 «(59S aupins pumlas Remote Access glSite-to-Site .GRE .IPsec . VPN Architectures oS .59
.093L1j)9 asCommands
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Jlin cuings L~,l.cm 3 VPN »

Site A Site B

192.168.1.0/24 192.168.2.0/24

I

RI R2
IPsec VPN Tunnel

|

Internet

syl Jos (53395 ag (55 al VPN » Traffic Auops Sites g)lgs s gl (s VPN Tunnel Endpoints s R2 g RI S Architecture (ss ay
VPN

!

Secure Tunnel

!

Encryption + Authentication

l

Data Integrity + Anti-Replay

l

Secure Communication over Internet
9iSite-to-Site VPN aiglgs ngo v S CCNA ay ol w518 o)L Secure Network Communication gl Private s yw yy Internet ole sVPN
.s3Remote Access VPN

GRE — BGP — AAA

1. GRE — Generic Routing Encapsulation

Tunnel alais g o)Ld Jlassl s Packets Ly Network Protocols galsds 5 3 cssTunneling Protocol 5.GRE (Generic Routing Encapsulation)
$919>

al .s9lys ai Security o)Ll Encryption s Data s alidy GRE 93 (i Jag)lS o)L glgy90 5 Tunnel » &S a9 ay VPN 5GRE (As al laS »
-89ty il Traffic s IPsec gl (s9)9> GRE Tunnel ¢ & slaS Jo)lS sI189sGRE + IPsec alol (saan

g 03LGRE

Site A Site B

RI R2

GRE Tunnel

|
Internet

GRE Configuration Example
ald al asls Gullas glgal s SlsS 5 95 .s9d (sasly9 s au Cisco CLI Configuration Example puiy GRE 5 (S Volume 2 s9é J)S)9 ay oS »

095 aslal asConfiguration Commands

2. BGP — Border Gateway Protocol

Routing » &usysAutonomous Systems (AS) galids 5 gl 3 a3% Js al Dynamic Routing Protocols sBGP (Border Gateway Protocol)
’ S8 o)l ‘;,J;L..:. sinformation

:aS! (s> aA3 Routing Protocols alControl Plane s Router sBGP . As al LliS »

: OSPF

EIGRP

RIP

BGP

395 1S o)L 9lo< ojls gl glglas g5lg,93 5 Routing Table s Routing Protocols Is
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cuingd 03lwBGP
AS 100

I
RI

|
€eBGP

|
R2

I
AS 200

o 188 Jg)lS oyl (Isks s Routing Information s Juaps (595 s BGP gl (55 a3y Autonomous Systems galids 5 R2 gf RI ails

BGP Configuration Example

182 @33 Qi€ al g3 159 (sa3l)g a as Cisco Configuration Example yiy BGP s US lgian 639390 ayCCNA 200-301 Volume 2 (s9& J)S)9 »
095 adlal asrouter bgp Configuration

3. AAA — Authentication, Authorization, and Accounting

‘) (5233 (5280 (53 o)L JgyaiS » User Access s 53 s» Framework g, Network Security sAAA
. . Authentication

&> Soi Tedlg User &> $9o9lesAuthentication
’ Who are you?

Jlis

Username + Password

Authorization

sy ojlal a5 Commands L, Resources gogS Authenticated User > (sgogl=cAuthorization
z What are you allowed to do?

(Jlis

AccessagansUser —>

Admin — Privileged Access

Accounting

5955 wlagles o)l ay Access gl gigidles s User sAccounting

What did you do?

:asl

Login

Logout

Access Activity

P AR
AAA

|
VS

Authentication Authorization Accounting

W

Who are What can What did

you? you do? you do?

AAA Configuration Example

Gillas glaal s Suspw 3 S 5 walal saan al g $ailjg B3 @b JLis Cisco 10S Configuration g s AAA 5 SVolume 2 39390 ay il s
095159 e Configuration Commands sl al asls
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£9090 o (ol
GRE JgygTunnel

BGP Auoys Autonomous Systems 3 Jgs 55518 ay «alslus Routing Information »
AAA AccountingglAuthorization .Authentication

AAA gIBGP . GREs ¢59S y5dlo L;,__!CCNA 200-301 Volume 2 (sgi J5 o Js %sa_'vllg logles aen %55[9_3 o oyl gyl9 @P g aigaly
S @lyjyg 3 a5 o Taad i S ol ay > CLI Configuration yuiy

I. NTP & Syslog
1.1 NTP — Network Time Protocol

T3 i a3NTP

5 Auays Network Devices gy95 gl gigServer .gigSwitch .gigRouter .g39)3g.008 5 3 s> Network Protocol acaNTP (Network Time Protocol)
‘SplS o)l gloply s wdg

32 Judas s Logs of Events s Network s 93«59 <alsdn ciclw Device ja s aS .59 39390 Jalwy aigllu L asglud & slauS S Network o9y ay
S Tagg ojiginn Jlgo

a8 ay Jlio s

Router 10:30:15

Switch 10:35:42
Server 10:28:07

ay Bvent 3> 59 Uojigiw Jgogles ay as Administrator g5 «(5910:28 cidg S Server g3 w59 (s9b aslinaly10:30 ay ojigiw o9y S Router ay a$
9% aslioly cdg ad Ly,

.$9S Synchronize oy Time Source yieo o9 5 <dg Network Devices s gl (59S J> ojigiw [sSNTP

1595 IS a&:41.2 NTP

(J3l cilagles cidg 383 3 aX3NTP Server o5, TagacNTP

I
NTP Server
192.168.1.10

Router Switch Server
.59S Synchronize opuyg ciclw Jud gl (J31 =dg adX NTP Server s Server glSwitch (Router
.$9)SUDP Port 123 sNTP

fss pgo 913 NTP

‘$3 @g0 133 S 99)lge st NTP
Joply <idg s Network Devices s~ ®
Timestamp §.8s Syslog Messages s~ ®
Network Troubleshooting s @
Jdas Security Events s @
@dg §uds o)l Logging of Authentication s @

Time Synchronization Auoys Devices gl Servers galian s @

NTP Configurations ?S 1.4 Cisco Router

iyl IP Address s NTP Server 4905 &5)S (a0
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192.168.1.10

'S Router ay

Router(config)# ntp serve.r 192.168.1.10

o)Ll glgogles cdls NTP »

Router# show ntp status

:0yLd glgagles Association s epw NTP Server »
Router# show ntp associations

o)L glgagles widg (Suwgl Router s
Router# show clock

2. Syslog

f6s & al2.1 Syslog

895wl o)Ld Monitoring gl s s as I8 (53)0 Messages gl Events ago Ju> Network Devices eyt J95959 53/ Alsusssn 92Syslog

wiqade99@gmail.com

i Interface Down S Router ay s

) Interface Gigabitl:EthemetO/ 0 is down

.$)S alay Administrator Configuration gs Ly

-9 SIS atwg)g gl el (5)d al Syslog Server s Events acs

15 pgo ?192.2 Syslog

(53 39390 aig Switchgl asg Router50 (S wyl o9y ay G ooy

%5959 > Device y» syLAdministrator « silwg S aladls J3ls Jd ay sjlos Logs Ju3 Device ya as

1598 ailwl IS 1sSyslog

Router | -——-\

Router 2 —-\

Switch | -——--> Syslog Server
Switch 2 -——-/

Router 3 -—-/

S Jotml as Server (5j$yn o9y Logs aga Joz

15955 wloglan 09$2.3 Syslog
()8 <t wlaglen Events (saidl 5 & Jg<Syslog
Interface Up/Down °

Hardware Errors L]
Configuration Changes °
Authentication Events L]

System Warnings .
Network Errors L]

Routing Events .

Security-related Events .

2.4 Syslog Port

{lagacSyslog
UDP 514

918
2.5 Syslog Severity Levels

WSS gaalils (5)5: 7 30 al As al ciasl aSyslog Messages
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Level P s

0 Emergencies (s unusable l.:.)ﬁs At

1 Alerts sy Lyl a5 pladl Siwsaw

2 Critical [SEMRPEN
3 Errors &9 asdiosl)Error
4 Warnings &ylapd
5 Notifications Eventcssle ago
6 Informational ploy ilagles

7  Debugging wlogles Debugging »
Juol ago

<9 9193 15 7 9l ¢zl Severity yof glgy 430
@3> 1230 =

g2l =

2 = Critical
3 = Error

4 = Warning

5 = Notification

6 = Information

7 = Debug
Syslog Conﬁguraﬁon‘;,sz.b Cisco

Syslog Server:its)S (a0

192.168.1.20

‘SRouter

Router(config)# logging host | 9.2. 168.1.20

oyl oliS 5 g3loglen Logging s
Router# show logging

3. SNMP — Simple Network Management Protocol
T3 o ad3.1 SNMP

S!S o)LJ Management glMonitoring s Network Devices sSNMP (Simple Network Management Protocol)

wiqade99@gmail.com

(o2 &S polen b lgS Network Administrator (s al SNMP »
Syl Traffic opngiRouter °
Ss93) Packets oyng3interface .
¢ DownaS salnterface Up .
T pllaninl opagSCPU @
s pallasnwl opog3Memory .
sl Restart 3 (5458 cidg epagiDevice .
Syl Interface Error o< @

1(59S JIS ai43.2 SNMP

1695 1S 5y al 93y 9ags 53 3 logacSNMP
1. SNMP Manager
595 Network Devices Monitor > (s> Management System aeaSNMP Manager
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2. SNMP Agent

59519 (52 a3 SNMP Manager ol sglgal) cloglaa Device s (3 2 Software/Service sg390 (S Network Device a,SNMP Agent
' ' ' 3. MIB

459 39390 Sy cayyes gslagles Management s Device s > (55 cuiygs asnMIB (Management Information Base)

ol Jac

SNMP Manager

|
SNMP Request

v
Router/Switch
SNMP Agent

|

v

MIB

3.3 SNMP Ports

159,1S UDP Ports (sx58 logacSNMP
UDP 161 — SNMP Queries

UDP 162 — SNMP Traps

SNMP Query

.&)lg& wloglen adl Device alManager

LT

§sa aidw 93CPU Usage

SNMP Trap

«$95w! Event ags a5 Manager alayDevice

RILTY
Interface GigabitEthernet0/0 is DOWN

3.4 SNMP Versions

SNMPvI

03 639330 (2 Security gl o3 alui (iyagl SNMP »

. SNMPv2c

SIS Community String e oyl Security s 95 () wblal ap alsyy ag vl »

SNMPv3

sy wblSal Encryption gl Authentication s gl o3 adui lidayy glos y3 oyl al Security »

3.5 Cisco SNMP Configuration

:J9;9> Read-Only Community String » Win
Router(config)# snmp-server community CiscoRO RO
asls

CiscoRO = Community String

RO = Read Only

:JoS uadiio SNMP Manager/Server s

Router(config)# snmp-server host 192.168.1.50 version 2¢ CiscoRO

4. 1P SLA — IP Service Level Agreement
13 & al4.] IP SLA
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S3lS o)l gloS oyl Connectivity Performance gl Service s Network s Y a3&514 ogy Cisco sIP SLA (IP Service Level Agreement)
. :Jos ealw a
«$S Monitor gl Test Jgs cslags! ay Network 2 S99 ojla! aslP SLA Router
Network Service:L, Remote Device g ) @SS pyles o l9SAdministrator
. fas aS saReachable L]
$s3 o293 2Response Time .
. S opng3Delay .
Sas aS asiPacket Loss .

Sas aS s JledNetwork Service L]

Jlo Jlac IPS1A 24.2

iy Internet Connections ogs <yl £5)S (a0
Internet

/\

ISP-1 1SP-2

Il

Router

-85S ISP-1 Test a8g3 o)lanlys ay Router g)lg g0

$)S Jlaoiwl Link Jy Ao al Routing Configuration s & JgSRouter «(5)S aig jIS ISP-1 as
-$9)1S o)Ll glgagles Network Health s aslsIP SLA

4.3 1P SLA Configuration

1955 1P Address Test Is g)lg¢ ygo £5)S (ayd
192.168.1.1

199193 IP SLA (sp09!

Router(config)# ip sla |

:9SL3 ICMP Echo Test »
Router(config-ip-sla)# icmp-echo 192.168.1.1
1995 opuwyd Aiuwg)g wils 10 yaTest
Router(conﬂg—ip—;la)# frequency 10

939 adX Configuration Mode al
Router(config-ip-sla)# exit

:99/le0lP SLA

Router(config)i# ip sla schedule | life forever start-time now

Jooglas wilaglas IP SLA 54.4

IP SLA Statistics:s
Router# show ip sla statistics
IP SLA Configuration:s

Router# show ip sla configuration

5. Cisco Three-Layer Hierarchical Model

183 & aiS.1 Hierarchical Model
.83 Architecture alhis gy o)L ¢ulizs o Enterprise Network sCisco Three-Layer Hierarchical Model

(S Jigg Layers Jual gugys ay Network (S Model s ay
Access Layer .1
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Distribution Layer .2

Core Layer .3
Network: ;> s Is ban ‘:,La[

T I

Scalable .

Reliable .

Manageable .

High Performance .

.59

5.2 Access Layer

.$2S Connect axdiun opw)g End Devices 3 o> ady asa Network sAccess Layer

:asl
Computer L4
Printer .
IP Phone (]
Access Point L]
Camera .
Jlis
PC

|
|
Access Switch

I
Access layer

aig)lS ago Access Layer s
JoSEnd Devices Connect °
Jos!pVLAN Access L4
Port Security .
Access Control .

Basic Network Connectivity °

BRI

PC | —\

PC2 - Access Switch
Printer -/

.$palals as Network (s;) al Access Layer s Devices Jg3 I

5.3 Distribution Layer

. ciuedgn Auoys Core layer gl Access Layer sDistribution Layer
-85 pgo 3 oyl Routing gf Control s Network Traffic s Layer Is
aig)lS ago Distribution Layer s

Inter-VLAN Routing .

Routing Policies .

ACL .

Traffic Filtering °

Route Summarization .
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Redundancy .
JoyisS Access Layer Traffics @
Inter-VLAN Routing
197 VLANs o9 490 S uopd
VLAN 10 — Administration
VLAN 20 —IT

.53 opwys Routing & o< Distribution Layer .59 Lyl a3 Communication Aisys VIAN 20 gf VLAN 10 5 a$

5.4 Core Layer

.3 Network Backbone sCore Layer
S opw J 92 @l opw e g9l yus g ‘_,;)., ({_,nb_\n Network s Layer s
:Jlo
Core
/\
/\
Distribution Distribution
/\/\
Access Access Access Access
oan ago Core Layer s
:a;L,Core Layer
Fast L4
Reliable .

Highly Available .

Low Latency L4

S8 2lizs o)LHigh-Speed Transport s (SL; «as o)L g3g,1S Filtering gla, of User-level Policy sCore Layer
aS,QI La_yers 920 a5.5

i9ldlg Jlio =S gl o9 5
Internet

|

Router

|

CORE LAYER

/\

/\

DISTRIBUTION DISTRIBUTION
/\N/\

/\N/\

ACCESS ACCESS ACCESS ACCESS
[T

PCs Phones PCs APs

iyl glikw aly ay Architecture s
Access = Connect

Distribution = Control & Route

Core = Fast Transport
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au¥d ango (wyd Jou 3

£9090 oais ol Port/Protocolags

NTP JgS Synchronize cag Devices s upp 123
Syslog il (5350 Logs gl Events 5 UDP 514
SNMP Network Devices Monitorings UDP 161/162

1P SLA JoS ojfast Connectivity gl Network Performance s gsllas Operation s

Access Layer JoSEnd Devices Connect —
Distribution Layer PolicyglRouting —
Core Layer High-Speed Backbone —

Joeyg0 eslw o)Ll glgaly s
NTP — Time

Syslog — Logs

SNMP —> Monitoring

IP SLA — Testing/Performance

Access — Connect

Distribution — Control/Route

Core — Transport

S &by ay ol Components/Ports Juol ciuwg)g aluylo 9lgS JIS s Ly 9888 (spo5) £939 o3 aS5 w53 cuwlio o)l (5)S03) 5 CONA 5 s 1
. 598 2up3 JlBo Jac glCisco Configuration
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